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· Summary
The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information. This reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflects the inherent reliability of the technique that was used to identify the issue.
	 
	 
	Confidence

	 
	 
	Certain
	Firm
	Tentative
	Total

	Severity
	High
	0
	0
	0
	0

	
	Medium
	0
	0
	0
	0

	
	Low
	0
	0
	0
	0

	
	Information
	12
	0
	0
	12



The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the bars fade as the confidence level falls.
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1. Cross-domain Referer leakage 
Next 

There are 2 instances of this issue: 
· /
· /tag.php
· Issue background
When a web browser makes a request for a resource, it typically adds an HTTP header, called the "Referer" header, indicating the URL of the resource from which the request originated. This occurs in numerous situations, for example when a web page loads an image or script, or when a user clicks on a link or submits a form.
If the resource being requested resides on a different domain, then the Referer header is still generally included in the cross-domain request. If the originating URL contains any sensitive information within its query string, such as a session token, then this information will be transmitted to the other domain. If the other domain is not fully trusted by the application, then this may lead to a security compromise.
You should review the contents of the information being transmitted to other domains, and also determine whether those domains are fully trusted by the originating application.
Today's browsers may withhold the Referer header in some situations (for example, when loading a non-HTTPS resource from a page that was loaded over HTTPS, or when a Refresh directive is issued), but this behavior should not be relied upon to protect the originating URL from disclosure.
Note also that if users can author content within the application then an attacker may be able to inject links referring to a domain they control in order to capture data from URLs used within the application. 
· Issue remediation
Applications should never transmit any sensitive information within the URL query string. In addition to being leaked in the Referer header, such information may be logged in various locations and may be visible on-screen to untrusted parties. If placing sensitive information in the URL is unavoidable, consider using the Referer-Policy HTTP header to reduce the chance of it being disclosed to third parties. 
· References
· Referer Policy
· Web Security Academy: Information disclosure
· Vulnerability classifications
· CWE-200: Information Exposure

1.1. https://yleni.mepopedia.com/ 
Next 
· Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	https://yleni.mepopedia.com

	
	Path:  
	/


· Issue detail
The page was loaded from a URL containing a query string:
· https://yleni.mepopedia.com/
The response contains the following links to other domains:
· https://cdn.jsdelivr.net/npm/@fancyapps/ui/dist/fancybox.css
· https://cdn.jsdelivr.net/npm/@fancyapps/ui@4.0/dist/fancybox.umd.js
· https://use.fontawesome.com/releases/v5.0.13/css/all.css
· https://www.facebook.com/people/............................../100064469088687/
· Request
GET /?en HTTP/1.1
Host: yleni.mepopedia.com
Accept-Encoding: gzip, deflate
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.5359.125 Safari/537.36
Connection: close
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Referer: https://yleni.mepopedia.com/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="108", "Chromium";v="108"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
· Response
HTTP/1.1 200 OK
Date: Sun, 25 Dec 2022 06:59:24 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
Connection: close
Content-Type: text/html; charset=UTF-8
Content-Length: 21326

<!DOCTYPE html>
<html class="no-js" lang="en" dir="ltr">
<head>
<meta charset="utf-8" />
<title>..............................</title>
<meta name="HandheldFriendly" content="true">
...[SNIP]...
<link rel="stylesheet" href="https://use.fontawesome.com/releases/v5.0.13/css/all.css" integrity="sha384-DNOHZ68U8hZfKXOrtjWvjxusGo9WQnrNx2sqG0tfsghAvtVlRW3tvkXWZh58N9jp" crossorigin="anonymous">
<link rel="stylesheet" href="https://cdn.jsdelivr.net/npm/@fancyapps/ui/dist/fancybox.css"/> 
</head>
...[SNIP]...
</script>
<script src="https://cdn.jsdelivr.net/npm/@fancyapps/ui@4.0/dist/fancybox.umd.js"></script>
...[SNIP]...
1.2. https://yleni.mepopedia.com/tag.php 
Previous  Next 
· Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	https://yleni.mepopedia.com

	
	Path:  
	/tag.php


· Issue detail
The page was loaded from a URL containing a query string:
· https://yleni.mepopedia.com/tag.php
The response contains the following links to other domains:
· https://cdn.jsdelivr.net/npm/@fancyapps/ui/dist/fancybox.css
· https://cdn.jsdelivr.net/npm/@fancyapps/ui@4.0/dist/fancybox.umd.js
· https://covid19.mohw.gov.tw/ch/mp-205.html
· https://use.fontawesome.com/releases/v5.0.13/css/all.css
· https://www.facebook.com/people/............................../100064469088687/
· https://yleni.mohw.gov.tw/manage
· https://yleni.mohw.gov.tw/private
· https://yleni.mohw.gov.tw/secure
· Request
GET /tag.php?id=100 HTTP/1.1
Host: yleni.mepopedia.com
Accept-Encoding: gzip, deflate
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.5359.125 Safari/537.36
Connection: close
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Referer: https://yleni.mepopedia.com/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="108", "Chromium";v="108"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
· Response
HTTP/1.1 200 OK
Date: Sun, 25 Dec 2022 08:18:36 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
Connection: close
Content-Type: text/html; charset=UTF-8
Content-Length: 22803

<!DOCTYPE html>
<html class="no-js" lang="zh-TW" dir="ltr">
<head>
<meta charset="utf-8" />
<title>............ ..............................</title>
<meta name="HandheldFriendly"
...[SNIP]...
<link rel="stylesheet" href="https://use.fontawesome.com/releases/v5.0.13/css/all.css" integrity="sha384-DNOHZ68U8hZfKXOrtjWvjxusGo9WQnrNx2sqG0tfsghAvtVlRW3tvkXWZh58N9jp" crossorigin="anonymous">
<link rel="stylesheet" href="https://cdn.jsdelivr.net/npm/@fancyapps/ui/dist/fancybox.css"/>
</head>
...[SNIP]...
</script>
<script src="https://cdn.jsdelivr.net/npm/@fancyapps/ui@4.0/dist/fancybox.umd.js"></script>
...[SNIP]...
2. Cross-domain script include 
Previous  Next 

There are 3 instances of this issue: 
· /
· /sitemap.php
· /tag.php
· Issue background
When an application includes a script from an external domain, this script is executed by the browser within the security context of the invoking application. The script can therefore do anything that the application's own scripts can do, such as accessing application data and performing actions within the context of the current user.
If you include a script from an external domain, then you are trusting that domain with the data and functionality of your application, and you are trusting the domain's own security to prevent an attacker from modifying the script to perform malicious actions within your application. 
· Issue remediation
Scripts should ideally not be included from untrusted domains. Applications that rely on static third-party scripts should consider using Subresource Integrity to make browsers verify them, or copying the contents of these scripts onto their own domain and including them from there. If that is not possible (e.g. for licensing reasons) then consider reimplementing the script's functionality within application code.
· References
· Subresource Integrity 
· Vulnerability classifications
· CWE-829: Inclusion of Functionality from Untrusted Control Sphere

2.1. https://yleni.mepopedia.com/ 
Previous  Next 
· Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	https://yleni.mepopedia.com

	
	Path:  
	/


· Issue detail
The response dynamically includes the following script from another domain:
· https://cdn.jsdelivr.net/npm/@fancyapps/ui@4.0/dist/fancybox.umd.js
· Request
GET /?en HTTP/1.1
Host: yleni.mepopedia.com
Accept-Encoding: gzip, deflate
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.5359.125 Safari/537.36
Connection: close
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Referer: https://yleni.mepopedia.com/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="108", "Chromium";v="108"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
· Response
HTTP/1.1 200 OK
Date: Sun, 25 Dec 2022 06:59:24 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
Connection: close
Content-Type: text/html; charset=UTF-8
Content-Length: 21326

<!DOCTYPE html>
<html class="no-js" lang="en" dir="ltr">
<head>
<meta charset="utf-8" />
<title>..............................</title>
<meta name="HandheldFriendly" content="true">
...[SNIP]...
</script>
<script src="https://cdn.jsdelivr.net/npm/@fancyapps/ui@4.0/dist/fancybox.umd.js"></script>
...[SNIP]...
2.2. https://yleni.mepopedia.com/sitemap.php 
Previous  Next 
· Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	https://yleni.mepopedia.com

	
	Path:  
	/sitemap.php


· Issue detail
The response dynamically includes the following script from another domain:
· https://cdn.jsdelivr.net/npm/@fancyapps/ui@4.0/dist/fancybox.umd.js
· Request
GET /sitemap.php HTTP/1.1
Host: yleni.mepopedia.com
Accept-Encoding: gzip, deflate
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.5359.125 Safari/537.36
Connection: close
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Referer: https://yleni.mepopedia.com/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="108", "Chromium";v="108"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
· Response
HTTP/1.1 200 OK
Date: Sun, 25 Dec 2022 06:59:36 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
Connection: close
Content-Type: text/html; charset=UTF-8
Content-Length: 26031

<!DOCTYPE html>
<html class="no-js" lang="zh-TW" dir="ltr">
<head>
<meta charset="utf-8" />
<title>..............................</title>
<meta name="HandheldFriendly" content="true
...[SNIP]...
</script>
<script src="https://cdn.jsdelivr.net/npm/@fancyapps/ui@4.0/dist/fancybox.umd.js"></script>
...[SNIP]...
2.3. https://yleni.mepopedia.com/tag.php 
Previous  Next 
· Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	https://yleni.mepopedia.com

	
	Path:  
	/tag.php


· Issue detail
The response dynamically includes the following script from another domain:
· https://cdn.jsdelivr.net/npm/@fancyapps/ui@4.0/dist/fancybox.umd.js
· Request
GET /tag.php?id=100 HTTP/1.1
Host: yleni.mepopedia.com
Accept-Encoding: gzip, deflate
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.5359.125 Safari/537.36
Connection: close
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Referer: https://yleni.mepopedia.com/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="108", "Chromium";v="108"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
· Response
HTTP/1.1 200 OK
Date: Sun, 25 Dec 2022 08:18:36 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
Connection: close
Content-Type: text/html; charset=UTF-8
Content-Length: 22803

<!DOCTYPE html>
<html class="no-js" lang="zh-TW" dir="ltr">
<head>
<meta charset="utf-8" />
<title>............ ..............................</title>
<meta name="HandheldFriendly"
...[SNIP]...
</script>
<script src="https://cdn.jsdelivr.net/npm/@fancyapps/ui@4.0/dist/fancybox.umd.js"></script>
...[SNIP]...
3. Email addresses disclosed 
Previous  Next 

There are 3 instances of this issue: 
· /
· /sitemap.php
· /tag.php
· Issue background
The presence of email addresses within application responses does not necessarily constitute a security vulnerability. Email addresses may appear intentionally within contact information, and many applications (such as web mail) include arbitrary third-party email addresses within their core content.
However, email addresses of developers and other individuals (whether appearing on-screen or hidden within page source) may disclose information that is useful to an attacker; for example, they may represent usernames that can be used at the application's login, and they may be used in social engineering attacks against the organization's personnel. Unnecessary or excessive disclosure of email addresses may also lead to an increase in the volume of spam email received.
· Issue remediation
Consider removing any email addresses that are unnecessary, or replacing personal addresses with anonymous mailbox addresses (such as helpdesk@example.com).
To reduce the quantity of spam sent to anonymous mailbox addresses, consider hiding the email address and instead providing a form that generates the email server-side, protected by a CAPTCHA if necessary. 
· References
· Web Security Academy: Information disclosure
· Vulnerability classifications
· CWE-200: Information Exposure
· CAPEC-37: Retrieve Embedded Sensitive Data

3.1. https://yleni.mepopedia.com/ 
Previous  Next 
· Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	https://yleni.mepopedia.com

	
	Path:  
	/


· Issue detail
The following email address was disclosed in the response:
· ylcrmoi@yleni.mohw.gov.tw
· Request
GET / HTTP/1.1
Host: yleni.mepopedia.com
Accept-Encoding: gzip, deflate
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.5359.125 Safari/537.36
Connection: close
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="108", "Chromium";v="108"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
· Response
HTTP/1.1 200 OK
Date: Sun, 25 Dec 2022 06:58:45 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
Connection: close
Content-Type: text/html; charset=UTF-8
Content-Length: 35313

<!DOCTYPE html>
<html class="no-js" lang="zh-TW" dir="ltr">
<head>
<meta charset="utf-8" />
<title>..............................</title>
<meta name="HandheldFriendly" content="true
...[SNIP]...
<a href="ylcrmoi@yleni.mohw.gov.tw" title="E-mail">...............ylcrmoi@yleni.mohw.gov.tw</a>
...[SNIP]...
3.2. https://yleni.mepopedia.com/sitemap.php 
Previous  Next 
· Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	https://yleni.mepopedia.com

	
	Path:  
	/sitemap.php


· Issue detail
The following email address was disclosed in the response:
· ylcrmoi@yleni.mohw.gov.tw
· Request
GET /sitemap.php HTTP/1.1
Host: yleni.mepopedia.com
Accept-Encoding: gzip, deflate
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.5359.125 Safari/537.36
Connection: close
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Referer: https://yleni.mepopedia.com/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="108", "Chromium";v="108"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
· Response
HTTP/1.1 200 OK
Date: Sun, 25 Dec 2022 06:59:36 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
Connection: close
Content-Type: text/html; charset=UTF-8
Content-Length: 26031

<!DOCTYPE html>
<html class="no-js" lang="zh-TW" dir="ltr">
<head>
<meta charset="utf-8" />
<title>..............................</title>
<meta name="HandheldFriendly" content="true
...[SNIP]...
<a href="ylcrmoi@yleni.mohw.gov.tw" title="E-mail">...............ylcrmoi@yleni.mohw.gov.tw</a>
...[SNIP]...
3.3. https://yleni.mepopedia.com/tag.php 
Previous  Next 
· Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	https://yleni.mepopedia.com

	
	Path:  
	/tag.php


· Issue detail
The following email address was disclosed in the response:
· ylcrmoi@yleni.mohw.gov.tw
· Request
GET /tag.php?id=100 HTTP/1.1
Host: yleni.mepopedia.com
Accept-Encoding: gzip, deflate
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.5359.125 Safari/537.36
Connection: close
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Referer: https://yleni.mepopedia.com/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="108", "Chromium";v="108"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
· Response
HTTP/1.1 200 OK
Date: Sun, 25 Dec 2022 08:18:36 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
Connection: close
Content-Type: text/html; charset=UTF-8
Content-Length: 22803

<!DOCTYPE html>
<html class="no-js" lang="zh-TW" dir="ltr">
<head>
<meta charset="utf-8" />
<title>............ ..............................</title>
<meta name="HandheldFriendly"
...[SNIP]...
<a href="ylcrmoi@yleni.mohw.gov.tw" title="E-mail">...............ylcrmoi@yleni.mohw.gov.tw</a>
...[SNIP]...
4. Cacheable HTTPS response 
Previous 

There are 4 instances of this issue: 
· /
· /robots.txt
· /sitemap.php
· /tag.php
· Issue description
Unless directed otherwise, browsers may store a local cached copy of content received from web servers. Some browsers, including Internet Explorer, cache content accessed via HTTPS. If sensitive information in application responses is stored in the local cache, then this may be retrieved by other users who have access to the same computer at a future time.
· Issue remediation
Applications should return caching directives instructing browsers not to store local copies of any sensitive data. Often, this can be achieved by configuring the web server to prevent caching for relevant paths within the web root. Alternatively, most web development platforms allow you to control the server's caching directives from within individual scripts. Ideally, the web server should return the following HTTP headers in all responses containing sensitive content:
· Cache-control: no-store
· Pragma: no-cache
· References
· Web Security Academy: Information disclosure
· Vulnerability classifications
· CWE-524: Information Exposure Through Caching
· CWE-525: Information Exposure Through Browser Caching
· CAPEC-37: Retrieve Embedded Sensitive Data

4.1. https://yleni.mepopedia.com/ 
Previous  Next 
· Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	https://yleni.mepopedia.com

	
	Path:  
	/


· Request
GET / HTTP/1.1
Host: yleni.mepopedia.com
Accept-Encoding: gzip, deflate
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.5359.125 Safari/537.36
Connection: close
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="108", "Chromium";v="108"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
· Response
HTTP/1.1 200 OK
Date: Sun, 25 Dec 2022 06:58:45 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
Connection: close
Content-Type: text/html; charset=UTF-8
Content-Length: 35313

<!DOCTYPE html>
<html class="no-js" lang="zh-TW" dir="ltr">
<head>
<meta charset="utf-8" />
<title>..............................</title>
<meta name="HandheldFriendly" content="true
...[SNIP]...
4.2. https://yleni.mepopedia.com/robots.txt 
Previous  Next 
· Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	https://yleni.mepopedia.com

	
	Path:  
	/robots.txt


· Request
GET /robots.txt HTTP/1.1
Host: yleni.mepopedia.com
Accept-Encoding: gzip, deflate
Accept: */*
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.5359.125 Safari/537.36
Connection: close
Cache-Control: max-age=0
· Response
HTTP/1.1 200 OK
Date: Sun, 25 Dec 2022 06:58:51 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
Content-Length: 0
Connection: close
Content-Type: text/html; charset=UTF-8
4.3. https://yleni.mepopedia.com/sitemap.php 
Previous  Next 
· Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	https://yleni.mepopedia.com

	
	Path:  
	/sitemap.php


· Request
GET /sitemap.php HTTP/1.1
Host: yleni.mepopedia.com
Accept-Encoding: gzip, deflate
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.5359.125 Safari/537.36
Connection: close
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Referer: https://yleni.mepopedia.com/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="108", "Chromium";v="108"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
· Response
HTTP/1.1 200 OK
Date: Sun, 25 Dec 2022 06:59:36 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
Connection: close
Content-Type: text/html; charset=UTF-8
Content-Length: 26031

<!DOCTYPE html>
<html class="no-js" lang="zh-TW" dir="ltr">
<head>
<meta charset="utf-8" />
<title>..............................</title>
<meta name="HandheldFriendly" content="true
...[SNIP]...
4.4. https://yleni.mepopedia.com/tag.php 
Previous 
· Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	https://yleni.mepopedia.com

	
	Path:  
	/tag.php


· Request
GET /tag.php?id=100 HTTP/1.1
Host: yleni.mepopedia.com
Accept-Encoding: gzip, deflate
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Language: en-US;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.5359.125 Safari/537.36
Connection: close
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Referer: https://yleni.mepopedia.com/
Sec-CH-UA: ".Not/A)Brand";v="99", "Google Chrome";v="108", "Chromium";v="108"
Sec-CH-UA-Platform: Windows
Sec-CH-UA-Mobile: ?0
· Response
HTTP/1.1 200 OK
Date: Sun, 25 Dec 2022 08:18:36 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
Connection: close
Content-Type: text/html; charset=UTF-8
Content-Length: 22803

<!DOCTYPE html>
<html class="no-js" lang="zh-TW" dir="ltr">
<head>
<meta charset="utf-8" />
<title>............ ..............................</title>
<meta name="HandheldFriendly"
...[SNIP]...

Report generated by Burp Suite web vulnerability scanner v2022.12.5, at Sun Dec 25 16:23:07 CST 2022.
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Scan Information
	
	

	Start time:
	Sun Dec 25 20:51:32 2022

	End time:
	Sun Dec 25 21:20:48 2022


Host Information
	
	

	DNS Name:
	yleni.mepopedia.com

	IP:
	60.249.4.205


Vulnerabilities
48204 - Apache HTTP Server Version
- 
Synopsis
It is possible to obtain the version number of the remote Apache HTTP server.
Description
The remote host is running the Apache HTTP Server, an open source web server. It was possible to read the version number from the banner.
See Also
	

	https://httpd.apache.org/


Solution
n/a
Risk Factor
None
References
	
	

	XREF
	IAVT:0001-T-0530


Plugin Information
Published: 2010/07/30, Modified: 2022/09/08
Plugin Output
· tcp/80/www

URL : http://yleni.mepopedia.com/
Version : unknown
Source : Server: Apache
backported : 0
48204 - Apache HTTP Server Version
- 
Synopsis
It is possible to obtain the version number of the remote Apache HTTP server.
Description
The remote host is running the Apache HTTP Server, an open source web server. It was possible to read the version number from the banner.
See Also
	

	https://httpd.apache.org/


Solution
n/a
Risk Factor
None
References
	
	

	XREF
	IAVT:0001-T-0530


Plugin Information
Published: 2010/07/30, Modified: 2022/09/08
Plugin Output
· tcp/443/www

URL : https://yleni.mepopedia.com/
Version : unknown
Source : Server: Apache
backported : 0
33817 - CGI Generic Tests Load Estimation (all tests)
- 
Synopsis
Load estimation for web application tests.
Description
This script computes the maximum number of requests that would be done by the generic web tests, depending on miscellaneous options. It does not perform any test by itself.

The results can be used to estimate the duration of these tests, or the complexity of additional manual tests.

Note that the script does not try to compute this duration based on external factors such as the network and web servers loads.
Solution
n/a
Risk Factor
None
Plugin Information
Published: 2009/10/26, Modified: 2022/04/11
Plugin Output
· tcp/80/www
Here are the estimated number of requests in miscellaneous modes
for one method only (GET or POST) :
[Single / Some Pairs / All Pairs / Some Combinations / All Combinations]

arbitrary command execution (time based) : S=36 SP=36 AP=48 SC=12 AC=48 
format string : S=12 SP=12 AP=16 SC=4 AC=16 
cross-site scripting (comprehensive test): S=24 SP=24 AP=32 SC=8 AC=32 
injectable parameter : S=12 SP=12 AP=16 SC=4 AC=16 
arbitrary command execution : S=96 SP=96 AP=128 SC=32 AC=128 
local file inclusion : S=6 SP=6 AP=8 SC=2 AC=8 
directory traversal : S=150 SP=150 AP=200 SC=50 AC=200 
web code injection : S=6 SP=6 AP=8 SC=2 AC=8 
blind SQL injection (4 requests) : S=24 SP=24 AP=32 SC=8 AC=32 
persistent XSS : S=24 SP=24 AP=32 SC=8 AC=32 
directory traversal (write access) : S=12 SP=12 AP=16 SC=4 AC=16 
XML injection : S=6 SP=6 AP=8 SC=2 AC=8 
blind SQL injection : S=72 SP=72 AP=96 SC=24 AC=96 
SQL injection : S=144 SP=144 AP=192 SC=48 AC=192 
directory traversal (extended test) : S=306 SP=306 AP=408 SC=102 AC=408 
SSI injection : S=18 SP=18 AP=24 SC=6 AC=24 
unseen parameters : S=210 SP=210 AP=280 SC=70 AC=280 
SQL injection (2nd order) : S=6 SP=6 AP=8 SC=2 AC=8 

All tests : S=1164 SP=1164 AP=1552 SC=388 AC=1552 

Here are the estimated number of requests in miscellaneous modes
for both methods (GET and POST) :
[Single / Some Pairs / All Pairs / Some Combinations / All Combinations]

arbitrary command execution (time based) : S=72 SP=72 AP=96 SC=24 AC=96 
format string : S=24 SP=24 AP=32 SC=8 AC=32 
cross-site scripting (comprehensive test): S=48 SP=48 AP=64 SC=16 AC=64 
injectable parameter : S=24 SP=24 AP=32 SC=8 AC=32 
arbitrary command execution : S=192 SP=192 AP=256 SC=64 AC=256 
local file inclusion : S=12 SP=12 AP=16 SC=4 AC=16 
directory traversal : S=300 SP=300 AP=400 SC=100 AC=400 
web code injection : S=12 SP=12 AP=16 SC=4 AC=16 
blind SQL injection (4 requests) : S=48 SP=48 AP=64 SC=16 AC=64 
persistent XSS : S=48 SP=48 AP=64 SC=16 AC=64 
directory traversal (write access) : S=24 SP=24 AP=32 SC=8 AC=32 
XML injection : S=12 SP=12 AP=16 SC=4 AC=16 
blind SQL injection : S=144 SP=144 AP=192 SC=48 AC=192 
SQL injection : S=288 SP=288 AP=384 SC=96 AC=384 
directory traversal (extended test) : S=612 SP=612 AP=816 SC=204 AC=816 
SSI injection : S=36 SP=36 AP=48 SC=12 AC=48 
unseen parameters : S=420 SP=420 AP=560 SC=140 AC=560 
SQL injection (2nd order) : S=12 SP=12 AP=16 SC=4 AC=16 

All tests : S=2328 SP=2328 AP=3104 SC=776 AC=3104 

Your mode : single, GET or POST.
Maximum number of requests : 1164
33817 - CGI Generic Tests Load Estimation (all tests)
- 
Synopsis
Load estimation for web application tests.
Description
This script computes the maximum number of requests that would be done by the generic web tests, depending on miscellaneous options. It does not perform any test by itself.

The results can be used to estimate the duration of these tests, or the complexity of additional manual tests.

Note that the script does not try to compute this duration based on external factors such as the network and web servers loads.
Solution
n/a
Risk Factor
None
Plugin Information
Published: 2009/10/26, Modified: 2022/04/11
Plugin Output
· tcp/443/www
Here are the estimated number of requests in miscellaneous modes
for one method only (GET or POST) :
[Single / Some Pairs / All Pairs / Some Combinations / All Combinations]

injectable parameter : S=12 SP=12 AP=16 SC=4 AC=16 
blind SQL injection (4 requests) : S=24 SP=24 AP=32 SC=8 AC=32 
arbitrary command execution (time based) : S=36 SP=36 AP=48 SC=12 AC=48 
cross-site scripting (comprehensive test): S=24 SP=24 AP=32 SC=8 AC=32 
directory traversal (extended test) : S=306 SP=306 AP=408 SC=102 AC=408 
arbitrary command execution : S=96 SP=96 AP=128 SC=32 AC=128 
local file inclusion : S=6 SP=6 AP=8 SC=2 AC=8 
web code injection : S=6 SP=6 AP=8 SC=2 AC=8 
SQL injection : S=144 SP=144 AP=192 SC=48 AC=192 
directory traversal (write access) : S=12 SP=12 AP=16 SC=4 AC=16 
unseen parameters : S=210 SP=210 AP=280 SC=70 AC=280 
format string : S=12 SP=12 AP=16 SC=4 AC=16 
directory traversal : S=150 SP=150 AP=200 SC=50 AC=200 
XML injection : S=6 SP=6 AP=8 SC=2 AC=8 
persistent XSS : S=24 SP=24 AP=32 SC=8 AC=32 
SSI injection : S=18 SP=18 AP=24 SC=6 AC=24 
SQL injection (2nd order) : S=6 SP=6 AP=8 SC=2 AC=8 
blind SQL injection : S=72 SP=72 AP=96 SC=24 AC=96 

All tests : S=1164 SP=1164 AP=1552 SC=388 AC=1552 

Here are the estimated number of requests in miscellaneous modes
for both methods (GET and POST) :
[Single / Some Pairs / All Pairs / Some Combinations / All Combinations]

injectable parameter : S=24 SP=24 AP=32 SC=8 AC=32 
blind SQL injection (4 requests) : S=48 SP=48 AP=64 SC=16 AC=64 
arbitrary command execution (time based) : S=72 SP=72 AP=96 SC=24 AC=96 
cross-site scripting (comprehensive test): S=48 SP=48 AP=64 SC=16 AC=64 
directory traversal (extended test) : S=612 SP=612 AP=816 SC=204 AC=816 
arbitrary command execution : S=192 SP=192 AP=256 SC=64 AC=256 
local file inclusion : S=12 SP=12 AP=16 SC=4 AC=16 
web code injection : S=12 SP=12 AP=16 SC=4 AC=16 
SQL injection : S=288 SP=288 AP=384 SC=96 AC=384 
directory traversal (write access) : S=24 SP=24 AP=32 SC=8 AC=32 
unseen parameters : S=420 SP=420 AP=560 SC=140 AC=560 
format string : S=24 SP=24 AP=32 SC=8 AC=32 
directory traversal : S=300 SP=300 AP=400 SC=100 AC=400 
XML injection : S=12 SP=12 AP=16 SC=4 AC=16 
persistent XSS : S=48 SP=48 AP=64 SC=16 AC=64 
SSI injection : S=36 SP=36 AP=48 SC=12 AC=48 
SQL injection (2nd order) : S=12 SP=12 AP=16 SC=4 AC=16 
blind SQL injection : S=144 SP=144 AP=192 SC=48 AC=192 

All tests : S=2328 SP=2328 AP=3104 SC=776 AC=3104 

Your mode : single, GET or POST.
Maximum number of requests : 1164
49704 - External URLs
- 
Synopsis
Links to external sites were gathered.
Description
Nessus gathered HREF links to external sites by crawling the remote web server.
Solution
n/a
Risk Factor
None
Plugin Information
Published: 2010/10/04, Modified: 2011/08/19
Plugin Output
· tcp/80/www

8 external URLs were gathered on this web server : 
URL... - Seen on...

http://www.gov.tw/ - /
https://cdn.jsdelivr.net/npm/@fancyapps/ui/dist/fancybox.css - /
https://covid19.mohw.gov.tw/ch/mp-205.html - /

https://use.fontawesome.com/releases/v5.0.13/css/all.css - /
https://www.facebook.com/people/%E8%A1%9B%E7%94%9F%E7%A6%8F%E5%88%A9%E9%83%A8%E9%9B%B2%E6%9E%97%E6%95%99%E9%A4%8A%E9%99%A2/100064469088687/ - /
https://yleni.mohw.gov.tw/manage - /
https://yleni.mohw.gov.tw/private - /
https://yleni.mohw.gov.tw/secure - /
49704 - External URLs
- 
Synopsis
Links to external sites were gathered.
Description
Nessus gathered HREF links to external sites by crawling the remote web server.
Solution
n/a
Risk Factor
None
Plugin Information
Published: 2010/10/04, Modified: 2011/08/19
Plugin Output
· tcp/443/www

8 external URLs were gathered on this web server : 
URL... - Seen on...

http://www.gov.tw/ - 
https://cdn.jsdelivr.net/npm/@fancyapps/ui/dist/fancybox.css - 
https://covid19.mohw.gov.tw/ch/mp-205.html - 

https://use.fontawesome.com/releases/v5.0.13/css/all.css - 
https://www.facebook.com/people/%E8%A1%9B%E7%94%9F%E7%A6%8F%E5%88%A9%E9%83%A8%E9%9B%B2%E6%9E%97%E6%95%99%E9%A4%8A%E9%99%A2/100064469088687/ - 
https://yleni.mohw.gov.tw/manage - 
https://yleni.mohw.gov.tw/private - 
https://yleni.mohw.gov.tw/secure - 
43111 - HTTP Methods Allowed (per directory)
- 
Synopsis
This plugin determines which HTTP methods are allowed on various CGI directories.
Description
By calling the OPTIONS method, it is possible to determine which HTTP methods are allowed on each directory.

The following HTTP methods are considered insecure:
PUT, DELETE, CONNECT, TRACE, HEAD

Many frameworks and languages treat 'HEAD' as a 'GET' request, albeit one without any body in the response. If a security constraint was set on 'GET' requests such that only 'authenticatedUsers' could access GET requests for a particular servlet or resource, it would be bypassed for the 'HEAD' version. This allowed unauthorized blind submission of any privileged GET request.

As this list may be incomplete, the plugin also tests - if 'Thorough tests' are enabled or 'Enable web applications tests' is set to 'yes'
in the scan policy - various known HTTP methods on each directory and considers them as unsupported if it receives a response code of 400, 403, 405, or 501.

Note that the plugin output is only informational and does not necessarily indicate the presence of any security vulnerabilities.
See Also
	

	http://www.nessus.org/u?d9c03a9a

	http://www.nessus.org/u?b019cbdb

	https://www.owasp.org/index.php/Test_HTTP_Methods_(OTG-CONFIG-006)


Solution
n/a
Risk Factor
None
Plugin Information
Published: 2009/12/10, Modified: 2022/04/11
Plugin Output
· tcp/80/www
Based on the response to an OPTIONS request :

- HTTP methods GET HEAD OPTIONS POST are allowed on : 

/css
/files
/image
/img
/js
/vendor
/vendor/slick


Based on tests of each method : 

- HTTP methods ACL BASELINE-CONTROL BCOPY BDELETE BMOVE BPROPFIND 
BPROPPATCH CHECKIN CHECKOUT COPY DEBUG DELETE GET HEAD INDEX 
LABEL LOCK MERGE MKACTIVITY MKCOL MKWORKSPACE MOVE NOTIFY OPTIONS 
ORDERPATCH PATCH POLL POST PROPFIND PROPPATCH PUT REPORT 
RPC_IN_DATA RPC_OUT_DATA SEARCH SUBSCRIBE UNCHECKOUT UNLOCK 
UNSUBSCRIBE UPDATE VERSION-CONTROL X-MS-ENUMATTS are allowed on : 

/

- HTTP methods GET HEAD OPTIONS POST are allowed on : 

/css
/files
/image
/img
/js
/vendor
/vendor/slick

- Invalid/unknown HTTP methods are allowed on :

/
43111 - HTTP Methods Allowed (per directory)
- 
Synopsis
This plugin determines which HTTP methods are allowed on various CGI directories.
Description
By calling the OPTIONS method, it is possible to determine which HTTP methods are allowed on each directory.

The following HTTP methods are considered insecure:
PUT, DELETE, CONNECT, TRACE, HEAD

Many frameworks and languages treat 'HEAD' as a 'GET' request, albeit one without any body in the response. If a security constraint was set on 'GET' requests such that only 'authenticatedUsers' could access GET requests for a particular servlet or resource, it would be bypassed for the 'HEAD' version. This allowed unauthorized blind submission of any privileged GET request.

As this list may be incomplete, the plugin also tests - if 'Thorough tests' are enabled or 'Enable web applications tests' is set to 'yes'
in the scan policy - various known HTTP methods on each directory and considers them as unsupported if it receives a response code of 400, 403, 405, or 501.

Note that the plugin output is only informational and does not necessarily indicate the presence of any security vulnerabilities.
See Also
	

	http://www.nessus.org/u?d9c03a9a

	http://www.nessus.org/u?b019cbdb

	https://www.owasp.org/index.php/Test_HTTP_Methods_(OTG-CONFIG-006)


Solution
n/a
Risk Factor
None
Plugin Information
Published: 2009/12/10, Modified: 2022/04/11
Plugin Output
· tcp/443/www
Based on the response to an OPTIONS request :

- HTTP methods GET HEAD OPTIONS POST are allowed on : 

/css
/files
/image
/img
/js
/vendor
/vendor/slick


Based on tests of each method : 

- HTTP methods ACL BASELINE-CONTROL BCOPY BDELETE BMOVE BPROPFIND 
BPROPPATCH CHECKIN CHECKOUT COPY DEBUG DELETE GET HEAD INDEX 
LABEL LOCK MERGE MKACTIVITY MKCOL MKWORKSPACE MOVE NOTIFY OPTIONS 
ORDERPATCH PATCH POLL POST PROPFIND PROPPATCH PUT REPORT 
RPC_IN_DATA RPC_OUT_DATA SEARCH SUBSCRIBE UNCHECKOUT UNLOCK 
UNSUBSCRIBE UPDATE VERSION-CONTROL X-MS-ENUMATTS are allowed on : 

/

- HTTP methods GET HEAD OPTIONS POST are allowed on : 

/css
/files
/image
/img
/js
/vendor
/vendor/slick

- Invalid/unknown HTTP methods are allowed on :

/
10107 - HTTP Server Type and Version
- 
Synopsis
A web server is running on the remote host.
Description
This plugin attempts to determine the type and the version of the remote web server.
Solution
n/a
Risk Factor
None
References
	
	

	XREF
	IAVT:0001-T-0931


Plugin Information
Published: 2000/01/04, Modified: 2020/10/30
Plugin Output
· tcp/80/www
The remote web server type is :

Apache
10107 - HTTP Server Type and Version
- 
Synopsis
A web server is running on the remote host.
Description
This plugin attempts to determine the type and the version of the remote web server.
Solution
n/a
Risk Factor
None
References
	
	

	XREF
	IAVT:0001-T-0931


Plugin Information
Published: 2000/01/04, Modified: 2020/10/30
Plugin Output
· tcp/443/www
The remote web server type is :

Apache
24260 - HyperText Transfer Protocol (HTTP) Information
- 
Synopsis
Some information about the remote HTTP configuration can be extracted.
Description
This test gives some information about the remote HTTP protocol - the version used, whether HTTP Keep-Alive and HTTP pipelining are enabled, etc... 

This test is informational only and does not denote any security problem.
Solution
n/a
Risk Factor
None
Plugin Information
Published: 2007/01/30, Modified: 2019/11/22
Plugin Output
· tcp/80/www

Response Code : HTTP/1.1 200 OK

Protocol version : HTTP/1.1
SSL : no
Keep-Alive : yes
Options allowed : (Not implemented)
Headers :

Date: Sun, 25 Dec 2022 13:01:17 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
strict-transport-security: max-age=16070400
Keep-Alive: timeout=15, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

Response Body :

<!DOCTYPE html>
<html class="no-js" lang="zh-TW" dir="ltr">
<head>
<meta charset="utf-8" />
<title>衛生福利部雲林教養院</title>
<meta name="HandheldFriendly" content="true">
<meta name="MobileOptimized" content="width">
<meta name="viewport" content="width=device-width, initial-scale=1">
<meta http-equiv="cleartype" content="on">
<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">
<meta name="robots" content="noindex, nofollow">
<meta name="msapplication-TileColor" content="#ffffff">
<meta name="msapplication-TileImage" content="img/mstile-150x150">
<link rel="icon" type="image/x-icon" href="img/favicon.ico" />
<link rel="preload" as="style" href="vendor/slick/slick.css">
<link rel="stylesheet" href="vendor/slick/slick.css">
<link rel="stylesheet" href="vendor/slick/slick-theme.css">
<link rel="stylesheet" href="css/taef-1.0.0.css" />
<link rel="stylesheet" href="css/yleni-main.css" />
<link rel="stylesheet" href="css/yleni-rwd.css" />
<link rel="preload" as="style" href="https://use.fontawesome.com/releases/v5.0.13/css/all.css" integrity="sha384-DNOHZ68U8hZfKXOrtjWvjxusGo9WQnrNx2sqG0tfsghAvtVlRW3tvkXWZh58N9jp" crossorigin="anonymous">
<link rel="stylesheet" href="https://use.fontawesome.com/releases/v5.0.13/css/all.css" integrity="sha384-DNOHZ68U8hZfKXOrtjWvjxusGo9WQnrNx2sqG0tfsghAvtVlRW3tvkXWZh58N9jp" crossorigin="anonymous">
<link rel="stylesheet" href="https://cdn.jsdelivr.net/npm/@fancyapps/ui/dist/fancybox.css"/> 
</head>
<body class="body">
<div class="skiplinks">
<a href="#main" class="skiplinks__link element-focusable">跳至主要區塊</a>
</div>
<header class="header" role="banner">
<div class="container">
<!-- <a class="logo" href="/?ch" rel="home" title="衛生福利部雲林教養院">
<h1 class="logo-text site-name__text">YLENI</h1>
<div class="site-name__descr">衛生福利部雲林教養院</div>
</a> -->
<a class="logo" href="/" rel="home" title="衛生福利部雲林教養院">
<h1 class="logo-text site-name__text">YLENI</h1> 
<div class="site-name__descr">衛生福利部雲林教養院</div>
</a> 
<div class="region-header__third">
<nav id="block-menu-block-user" class="block block--menu-block block--menu-block-user" role="navigation">
<h2 class="element-invisible block__title">User menu</h2>
<ul class="nav nav--user-menu nav--menu-block-user has-parent-mlid-0 is-level-1 has-depth-1">
<li class="nav__item"><a href="/?en" class="nav__link lang" title="Eglish">EN</a></li> 


<li class="nav__item"><a href="sitemap.php" class="nav__link" title="Sitemap"><img src="img/sitemap.png" alt="Sitemap" class="nav__img"></a></li>


<!-- <li class="nav__item"><a href="/" class="nav__link" title="YouTube"><img src="img/up-1.png" alt="YouTube" class="nav__img"></a></li> <span>|</span> -->
<li class="nav__item"><a href="https://www.facebook.com/people/%E8%A1%9B%E7%94%9F%E7%A6%8F%E5%88%A9%E9%83%A8%E9%9B%B2%E6%9E%97%E6%95%99%E9%A4%8A%E9%99%A2/100064469088687/" class="nav__link" title="Facebook"><img src="img/up-2.png" alt="Facebook" class="nav__img"></a></li> <span>|</span>
<!--<li class="nav__item"><a href="rss.php" class="nav__link" title="icon"><img src="img/up-3.png" alt="icon" class="nav__img"></a></li> <span>|</span>-->
<li class="nav__item"><a class="nav__link" title="large"><img id="large" src="img/up-4.png" alt="large" class="nav__img"></a></li> <span>|</span>
<li class="nav__item"><a class="nav__link" title="medium"><img id="medium" src="img/up-5.png" alt="medium" class="nav__img"></a></li> <span>|</span>
<li class="nav__item"><a class="nav__link" title="small"><img id="small" src="img/up-6.png" alt="small" class="nav__img"></a></li>

<li class="nav__item"><a class="nav__link" href=""><i class="fas fa-bars">BARS</i></a></li>
</ul>
</nav>
</div>
</div>


<nav id="block-menu-block-homepage" class="block block--menu-block block--menu-block-homepage clearfix" role="navigation">
<div class="element-invisible block__title">Homepage menu</div>
<ul id="headerNav" class="nav nav--menu-homepage nav--menu-block-homepage has-parent-mlid-0">
<div class="nav-bar"><li class="nav__item dropdown">
<!--<a href="#" class="nav__link">公告消息</a>-->
<a href="tag.php?id=100" class="nav__link">公告消息</a>
<div class="dropdown-content"> <a href="tag.php?id=1">最新消息</a>
<a href="tag.php?id=2">活動公告</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">關於本院</a>-->
<a href="tag.php?id=101" class="nav__link">關於本院</a>
<div class="dropdown-content"> <a href="tag.php?id=3">歷史沿革</a>
<a href="tag.php?id=4">首長簡介</a>
<a href="tag.php?id=5">組織職掌</a>
<a href="tag.php?id=6">環境設施</a>
<a href="tag.php?id=81">交通位置</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">業務職掌</a>-->
<a href="tag.php?id=102" class="nav__link">業務職掌</a>
<div class="dropdown-content"> <a href="tag.php?id=8">服務對象</a>
<a href="tag.php?id=9">服務理念</a>
<a href="tag.php?id=10">服務特色</a>
<a href="tag.php?id=11">目標願景</a>
<a href="tag.php?id=12">業務通訊</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">知識平台</a>-->
<a href="tag.php?id=103" class="nav__link">知識平台</a>
<div class="dropdown-content"> <a href="tag.php?id=13">發行院刊</a>
<a href="tag.php?id=35">在職訓練</a>
<a href="tag.php?id=39">研究訓練</a>
<a href="tag.php?id=40">閱讀心得</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">志工園地</a>-->
<a href="tag.php?id=104" class="nav__link">志工園地</a>
<div class="dropdown-content"> <a href="tag.php?id=25">訊息公告</a>
<a href="tag.php?id=26">服務團隊</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">便民服務</a>-->
<a href="tag.php?id=105" class="nav__link">便民服務</a>
<div class="dropdown-content"> <a href="tag.php?id=19">申請入住情形查詢</a>
<a href="tag.php?id=82">心智障礙服務對象入院流程</a>
<a href="tag.php?id=83">學員入/退院流程</a>
<a href="tag.php?id=106">家長專區</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">相簿影片</a>-->
<a href="tag.php?id=108" class="nav__link">相簿影片</a>
<div class="dropdown-content"> <a href="tag.php?id=22">宣導影片</a>
<a href="tag.php?id=23">電子相本</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">常見問答</a>-->
<a href="tag.php?id=109" class="nav__link">常見問答</a>
<div class="dropdown-content"> <a href="tag.php?id=88">綜合篇</a>
<a href="tag.php?id=89">心智障礙服務對象</a>
<a href="tag.php?id=90">學員</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">資訊公開</a>-->
<a href="tag.php?id=110" class="nav__link">資訊公開</a>
<div class="dropdown-content"> <a href="tag.php?id=193">資訊公開2023</a>
<a href="tag.php?id=194">政策宣導2023</a>
<a href="tag.php?id=151">政策宣導執行情形表</a>
<a href="tag.php?id=152">慈暉報報</a>
<a href="tag.php?id=153">長照政策宣導專區</a>
<a href="tag.php?id=154">嚴重特殊傳染性肺炎防疫專區</a>
<a href="tag.php?id=155">膳食專區</a>
<a href="tag.php?id=156">申訴電話一覽表</a>
<a href="tag.php?id=157">中央法規</a>
<a href="tag.php?id=158">本院法令</a>
<a href="tag.php?id=159">關於本院</a>
<a href="tag.php?id=160">施政方針及計畫</a>
<a href="tag.php?id=161">公共工程採購契約 </a>
<a href="tag.php?id=162">性別主流化專區</a>
<a href="tag.php?id=163">業務統計 </a>
<a href="tag.php?id=164">採購決標公告</a>
<a href="tag.php?id=165">預決算書及會計月報</a>
<a href="tag.php?id=166">支付或接受之補助 </a>
<a href="tag.php?id=167">徵信公告 </a>
<a href="tag.php?id=168">檔案應用</a>
<a href="tag.php?id=169">委外法規宣導專區</a>
<a href="tag.php?id=170">本院員工權益相關法規專區</a>
<a href="tag.php?id=171">內部控制</a>
<a href="tag.php?id=172">員工協助方案專區</a>
<a href="tag.php?id=173">個人資料保護專區</a>
</div></li>
<li class="nav__item dropdown nav__search"> 
<a href="javascript:;" title="查詢"><img src="img/search.png" alt="查詢"></a>
<div class="dropdown-content content-search">
<div class="nav_search">
<form action="search.php" method="post">
<img src="img/search.png" alt="search"> 
<input id="ser1" name="ser1" type="text" class="dropdown-search" title="檢索查詢:請輸入全站搜索關鍵字 " placeholder="請輸入全站搜索關鍵字 ">
<input type="image" name="submit" src="img/next.png" alt="送出關鍵字查詢" align="top" value="" class="dropdown-enter" src="img/next.png" title="送出關鍵字查詢">
</form>
</div>
</div>
</li>
</div>

</ul>
</nav>
<div class="header-back">color</div>
</header>
<main id="main" class="main clearfix" role="main">
<section class="slider">
<a href="" class="slide teaser--hero-image" style="background-image: url(/img/bg-51.png)">
<div class="teaser__content">
<div class="teaser__title">
<!--<div><strong>韌性城市論壇</strong></div>
<div>永續經濟、良善治理與國際合作</div>-->
</div>
</div>
</a>
<a href="" class="slide teaser--hero-image" style="background-image: url(/img/bg-54.png)">
<div class="teaser__content">
<div class="teaser__title">
<!--<div><strong></strong></div>
<div></div>-->
</div>
</div>
</a>
<a href="" class="slide teaser--hero-image" style="background-image: url(/img/bg-50.png)">
<div class="teaser__content">
<div class="teaser__title">
<!--<div><strong>臺灣新南向政策與美國亞洲政策之連結</strong></div>
<div>台亞研析系列</div>-->
</div>
</div>
</a>
<a href="" class="slide teaser--hero-image" style="background-image: url(/img/bg-43.png)">
<div class="teaser__content">
<div class="teaser__title">
<!--<div><strong>台亞會三周年快樂</strong></div>
<div>2021.08.08</div>-->
</div>
</div>
</a>
<a href="" class="slide teaser--hero-image" style="background-image: url(/img/bg-1.png)">
<div class="teaser__content">
<div class="teaser__title">
<!--<div><strong>以人為本，串連亞洲</strong></div>
<div>實現以人為核心的區域共同體</div>-->
</div>
</div>
</a>

</section>
<marquee direction="left" height="30" scrollamount="6">

<a color="purple" href="doc.php?id=4321">最新消息:菊軒社會融合活動 - 嘉義公園及三隻小豬農場之旅 &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;
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&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</a> 

<a color="purple" href="doc.php?id=4300">最新消息:8月6日、8月7日本院高壓電配電盤安裝施工，本院網路主機配合關閉，造成不便，敬請見諒!!　 &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</a> 
</marquee>
<div class="hero clearfix">
<div class="hero-left">
<p>將［愛］傳承</p>
<img src="img/yl-4.png" alt="將愛傳承">
</div>
<div class="hero-right">
<img src="img/yl-6.png" alt="">
</div>
</div>
<div class="menubar clearfix">
<div class="menubar--1">
<a href="tag.php?id=1" title="最新消息"><img src="img/yl-7.png" alt="">最新消息</a>
</div>
<div class="menubar--2">
<a href="tag.php?id=8" title="服務項目"><img src="img/yl-8.png" alt="">服務項目</a>
</div>
<div class="menubar--3">
<a href="tag.php?id=19" title="入住查詢"><img src="img/yl-9.png" alt="">入住查詢</a>
</div> 
<div class="menubar--4">
<a href="tag.php?id=81" title="交通資訊"><img src="img/yl-10.png" alt="">交通資訊</a>
</div> 
</div>
<section id="content">
<div class="container grid">
<div class="grid-sizer"></div>

<div class="grid-item">
<a href="/tag.php?id=1" class="link" title="最新消息">
<div class="grid-image--top" style="background-image: url('img/277761240_339580121534288_78932896180349551_n.jpg');"><h2 class="grid-title">最新消息</h2>
</div>
</a>
</div>


<div class="grid-item">
<a href="/25" class="link" title="志工園地">
<div class="grid-image--top" style="background-image: url('img/73049138_2597374646952178_8711815022147272704_n.jpg');"><h2 class="grid-title">志工園地</h2>
</div>
</a>
</div>

<div class="grid-item">
<a href="/83" class="link" title="入/退院流程">
<div class="grid-image--top" style="background-image: url('img/294328692_408263021332664_6333356595273891883_n.jpg');"><h2 class="grid-title">入/退院流程</h2>
</div>
</a>
</div>

<div class="grid-item">
<a href="/10" class="link" title="服務特色">
<div class="grid-image--top" style="background-image: url('img/227013795_4346631558693136_5389792254660963874_n.jpg');"><h2 class="grid-title">服務特色</h2>
</div>
</a>
</div>


<div class="grid-item">
<a href="/106" class="link" title="家長專區">
<div class="grid-image--top" style="background-image: url('img/87572623_2893981087291531_7894950145534459904_n.jpg');"><h2 class="grid-title">家長專區</h2>
</div>
</a>
</div>

<div class="grid-item">
<a href="/23" class="link" title="活動花絮">
<div class="grid-image--top" style="background-image: url('img/276200057_5124879764201641_1956537002635697600_n.jpg');"><h2 class="grid-title">活動花絮</h2>
</div>
</a>
</div>

<div class="grid-item">
<a href="/tag.php?id=109" class="link" title="常見問題">
<div class="grid-image--top" style="background-image: url('img/pexels-olya-kobruseva-5428829.jpg');"><h2 class="grid-title">常見問題</h2>
</div>
</a>
</div>
<div class="grid-item">
<a href="/" class="link" title="追蹤我們">
<div class="grid-image--top" style="background-image: url('img/pexels-pixabay-267399.jpg');"><h2 class="grid-title">追蹤我們</h2>
</div>
</a>
</div> 
<!-- <div class="grid-item column-6">
<a href="" class="link block--dark" style="background:#F6DDEA">
<h2 class="grid-title" style="color:#004165">政府資訊公開專區</h2>
</a>
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<!--<div class="grid-item poster column-6">
<a href="/network?ch" class="link block--normal">
<div class="feature" style="width:50%">
<img style="display:block;height:35px" src="" alt="AEC">
<h3 class="grid-title" style="color: rgba(100, 100, 100,0.8); font-size: 25px; padding:5px 0 0 0; margin-top:10px"></h3>
<div class="grid-content" style="color:rgb(0,0, 0,0.6); font-size:17px; line-height:1.2; padding-left:0">構築臺灣的國際網絡</div>
</div>
<div class="grid-poster" style="background-image: url(/img/IMG_8046.JPG); background-size:48.5%"></div>
</a>
</div>-->

</div>
</section>
<section class="latest">
<!--<div class="container">-->
<h2 class="title"><a href="tag.php?id=1" title="最新消息 Latest News">最新消息 Latest News</a></h2>
<div class="news"> 
<article>
<div class="text">
<time class="text-num">
2022-07-26 
</time> 
<h3><a href="doc.php?id=4296" title="本院臨時護理人員公開徵才，詳內文……">本院臨時護理人員公開徵才，詳內文……</a></h3>
<p class="text-article">衛生福利部雲林教養院臨時護理人員公開徵才需求計畫一、依據衛生福利部110年5月17日衛部人字第1100117415號函及衛生福利部社會及家庭署110年5月19日社家老字第1100104978號函辦理。二、自僱臨時人員職稱：臨時護理人員。三、需求人數：2名。四、資格條件：（需 ...</p>
</div>
<div class="more">
<a href="doc.php?id=4296" title="more">more</a>
</div>
</article> 
<article>
<div class="text">
<time class="text-num">
2022-07-14 
</time> 
<h3><a href="doc.php?id=4294" title="本院日照中心即將提供服務，如家中長輩或鄰居有日間照顧需求，自即日起接受預約參觀，請洽電話05-5954359(分機360、361)。">本院日照中心即將提供服務，如家中長輩或鄰居有日間照顧需求，自即日起接受預約參觀，請洽電話05-5954359(分機360、361)。</a></h3>
<p class="text-article"><p></p>
</div>
<div class="more">
<a href="doc.php?id=4294" title="more">more</a>
</div>
</article> 
<article>
<div class="text">
<time class="text-num">
2022-06-30 
</time> 
<h3><a href="doc.php?id=4291" title="本院111年第1次服務對象家長會及權益促進會會議議程及記錄，詳內文………">本院111年第1次服務對象家長會及權益促進會會議議程及記錄，詳內文………</a></h3>
<p class="text-article"><p></p>
</div>
<div class="more">
<a href="doc.php?id=4291" title="more">more</a>
</div>
</article> 
</div>
</section>

<section class="latest">
<!--<div class="container">-->
<h2 class="title"><a href="tag.php?id=2" title="活動公告 Upcoming Events">活動公告 Upcoming Events</a></h2>
<div class="news"> 
<article>
<div class="text">
<time class="text-num">
2022-12-23 
</time> 
<h3><a href="doc.php?id=4322" title="測試111年12月慶生會">測試111年12月慶生會</a></h3>
<p class="text-article">12月慶生會測試版</p></p>
</div>
<div class="more">
<a href="doc.php?id=4322" title="more">more</a>
</div>
</article> 
<article>
<div class="text">
<time class="text-num">
2021-12-22 
</time> 
<h3><a href="doc.php?id=4243" title="12月慶生會-「彩色耶誕-歡唱享宴」">12月慶生會-「彩色耶誕-歡唱享宴」</a></h3>
<p class="text-article">本院為歡慶12月份壽星生日並配合耶誕節營造歡樂氣氛，於110年12月23日下午3時，在活動中心辦理「彩色耶誕-歡唱享宴」。活動在全員齊唱生日快樂歌為12月份的壽星們祝賀後揭開序幕。本次慶生會活動特別邀請院外表演單位-彩色樂團進行歌舞演出。首先，由彩色.. ...</p>
</div>
<div class="more">
<a href="doc.php?id=4243" title="more">more</a>
</div>
</article> 
<article>
<div class="text">
<time class="text-num">
2021-11-17 
</time> 
<h3><a href="doc.php?id=4230" title="雲林教養院11月份慶生會:「雲教運動會 – 灌籃高手PK戰」趣味競賽">雲林教養院11月份慶生會:「雲教運動會 – 灌籃高手PK戰」趣味競賽</a></h3>
<p class="text-article">本院為讓安置對象歡渡11月份慶生會，增添歡樂氣氛，於110年11月18日下午3時，舉辦慶生會暨投籃比賽:「雲教運動會-灌籃高手PK戰」，不僅藉此活動提供安置對象及員工們活動筋骨的機會，也讓所有參與人員渡過一個洋溢歡笑的午後時光。活動在為11月份壽星慶生後 ...</p>
</div>
<div class="more">
<a href="doc.php?id=4230" title="more">more</a>
</div>
</article> 
</div>
</section>
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<li><a href="#" class="footer-list" title="活動花絮">活動花絮</a></li>
<li><a href="tag.php?id=152" class="footer-list" title="慈暉報報">慈暉報報</a></li>
<li><a href="#" class="footer-list" title="防疫專區">防疫專區</a></li>
</ul>
</div>

<div class="footer-nav"> 
<h2><a href="tag.php?id=26" class="footer-nav-title" title="家長專區">家長專區</a></h2>
<ul class="footer-nav-bar">
<li><a href="#" class="footer-list" title="學員資訊">學員資訊</a></li>
<li><a href="tag.php?id=155" class="footer-list" title="膳食專區">膳食專區</a></li>
<li><a href="#" class="footer-list" title="心智障礙服務對象申請">心智障礙服務對象申請</a></li>
<li><a href="#" class="footer-list" title="入院候缺名冊">入院候缺名冊</a></li>
<li><a href="tag.php?id=168" class="footer-list" title="檔案管理">檔案管理</a></li>
<li><a href="#" class="footer-list" title="雲林療養院院刊">雲林療養院院刊</a></li>
</ul>
</div>

<div class="footer-nav"> 
<h2><a href="#" class="footer-nav-title" title="服務項目">服務項目</a></h2>
<ul class="footer-nav-bar">
<li><a href="tag.php?id=8" class="footer-list" title="服務對象">服務對象</a></li>
<li><a href="tag.php?id=9" class="footer-list" title="服務理念">服務理念</a></li>
<li><a href="tag.php?id=10" class="footer-list" title="服務特色">服務特色</a></li>
<li><a href="tag.php?id=11" class="footer-list" title="目標願景">目標願景</a></li>
<li><a href="tag.php?id=12" class="footer-list" title="業務通訊">業務通訊</a></li>
<li><a href="tag.php?id=83" class="footer-list" title="入/退院流程">入/退院流程</a></li>
</ul>
</div>

<div class="footer-nav"> 
<h2><a href="#" class="footer-nav-title" title="友站連結">友站連結</a></h2>
<ul class="footer-nav-bar">
<li><a href="#" class="footer-list" title="衛生福利部">衛生福利部</a></li>
<li><a href="#" class="footer-list" title="防疫關鍵決策網">防疫關鍵決策網</a></li>
<li><a href="#" class="footer-list" title="國家檔案資訊網">國家檔案資訊網</a></li>
<li><a href="#" class="footer-list" title="機關檔案目錄查詢網">機關檔案目錄查詢網</a></li>
<li><a href="#" class="footer-list" title="綠色生活資訊網">綠色生活資訊網</a></li>
<li><a href="#" class="footer-list" title="公務人員保障暨培訓委員會">公務人員保障暨培訓委員會</a></li>
<li><a href="#" class="footer-list" title="行政院環保署">行政院環保署</a></li>
</ul>
</div>

<div class="footer-nav"> 
<h2><a href="tag.php?id=109" class="footer-nav-title" title="常見問題">常見問題</a></h2>
</div>
<div class="footer-nav"> 
<h2><a href="#" class="footer-nav-title" title="聯絡我們">聯絡我們</a></h2>
</div>
<div class="footer-nav"> 
<h2><a href="tag.php?id=81" class="footer-nav-title" title="交通資訊">交通資訊</a></h2>
</div>
</div>
<div class="footer-down clearfix">
<div class="footer-left">
<a class="logo-footer" href="/index.php" rel="home" title="衛生福利部雲林教養院">
<img src="img/logo.png" alt="衛生福利部雲林教養院">
</a>
<div class="footer-title">
<a href="https://yleni.mohw.gov.tw/private" title="隱私權保護(另開視窗)" target="_blank">隱私權保護</a><span>|</span>
<a href="https://yleni.mohw.gov.tw/secure" title="安全性政策(另開視窗)" target="_blank">安全性政策</a><span>|</span>
<a href="https://yleni.mohw.gov.tw/manage" title="政府網站資料開放宣告(另開視窗)" target="_blank">政府網站資料開放宣告</a> 
</div>
<div class="footer-text">
版權所有 copyright © 2022 衛生福利部雲林教養院<br>
(63047) 雲林縣斗南鎮忠孝路157號<br> 
電話：(05) 595-4359、傳真：(05)5965991<br> 
<a href="ylcrmoi@yleni.mohw.gov.tw" title="E-mail">電子信箱：ylcrmoi@yleni.mohw.gov.tw</a><br>
瀏覽次數：598395
</div>
</div>
<div class="footer-right">
服務時間｜輔導科/教保科 全天候 24 小時服務電話：(05) 595-4359<br>
其他科室｜星期一至星期五　08:00 ~ 12:00、13:30 ~ 17:30
</div>
<div class="footer-mark">
<a href="https://covid19.mohw.gov.tw/ch/mp-205.html" title="衛生福利部(另開視窗)" target="_blank"><img src="img/Yl-1.jpg" alt="衛生福利部"></a>
<a href="http://www.gov.tw/" title="我的E政府(另開視窗)" target="_blank"><img src="img/yl-2.jpg" alt="我的E政府"></a>
<a href="#" title="無障礙AA標章(另開視窗)" target="_blank"><img src="img/yl-3.jpg" alt="無障礙AA標章"></a>
</div>
</div>
</footer> 
<script src="js/jquery-3.6.3.min.js" type="text/javascript"></script>
<script src="js/masonry.pkgd.min.js"></script>
<script src="vendor/slick/slick.min.js" type="text/javascript" charset="utf-8"></script>
<script src="js/taef.js" type="text/javascript"></script>
<script src="https://cdn.jsdelivr.net/npm/@fancyapps/ui@4.0/dist/fancybox.umd.js"></script>
<script type="text/javascript">
window.onscroll = function() {fixedHeader()};
var header = document.getElementById("headerNav");
var sticky = header.offsetTop;

// Add the sticky class to the header when you reach its scroll position. Remove "sticky" when you leave the scroll position
function fixedHeader() {
var width = window.innerWidth || document.documentElement.clientWidth || document.body.clientWidth;
if (width >= 860) {
if (window.pageYOffset >= sticky) {
header.classList.add("scrolled");
} else {
header.classList.remove("scrolled");
}
} else {
header.classList.remove("scrolled"); 
}
}

$(function() {
$('.slider').slick({
autoplay: true,
autoplaySpeed: 4000,
fade: true,
pauseOnHover: true,
nextArrow: '<i class="fas fa-angle-right slick-next"></i>',
prevArrow: '<i class="fas fa-angle-left slick-prev"></i>'
});
$('img').each(function() {
console.log($(this));
var alt = $(this).attr('alt');
if (!alt) {
// console.log(this);
}
});
});

document.getElementById('large').addEventListener('click',function(){
let content= document.getElementsByClassName('content');
console.log(content);
for(let i=0;i<content.length;i++){
content[i].childNodes.forEach(ele=>{
console.log(ele);
EditFontSize(ele,'big');
})
} 
});
document.getElementById('medium').addEventListener('click',function(){
let content= document.getElementsByClassName('content');
for(let i=0;i<content.length;i++){
content[i].childNodes.forEach(ele=>{
EditFontSize(ele,'medium');
})
} 
});
document.getElementById('small').addEventListener('click',function(){
let content= document.getElementsByClassName('content');
for(let i=0;i<content.length;i++){
content[i].childNodes.forEach(ele=>{
EditFontSize(ele,'small');
})
} 
});
document.getElementById('large1').addEventListener('click',function(){
let content= document.getElementsByClassName('content');
console.log(content);
for(let i=0;i<content.length;i++){
content[i].childNodes.forEach(ele=>{
console.log(ele);
EditFontSize(ele,'big');
})
} 
});
document.getElementById('medium1').addEventListener('click',function(){
let content= document.getElementsByClassName('content');
for(let i=0;i<content.length;i++){
content[i].childNodes.forEach(ele=>{
EditFontSize(ele,'medium');
})
} 
});
document.getElementById('small1').addEventListener('click',function(){
let content= document.getElementsByClassName('content');
for(let i=0;i<content.length;i++){
content[i].childNodes.forEach(ele=>{
EditFontSize(ele,'small');
})
} 
}); 
function EditFontSize(ele,font){
if(ele!=undefined){
if(ele.style!=undefined&&ele.style.fontSize!=undefined){
if(font=='big')
{
ele.style.fontSize="1.2rem";
}
if(font=='medium')
{
ele.style.fontSize="1.0rem";
}
if(font=='small')
{
ele.style.fontSize="0.8rem";
}
}
}
}

// function onSubmit(token) {
// $.ajax({
// url:'http://localhost:8082/login.php',
// method:'post',
// data:{'token':token,
// '#dn_input':$('#dn_input').val(),
// '#pd_input':$('#pd_input').val()
// },
// success:function(response){
// console.log(response);
// }



</script>
</body>
</html>

24260 - HyperText Transfer Protocol (HTTP) Information
- 
Synopsis
Some information about the remote HTTP configuration can be extracted.
Description
This test gives some information about the remote HTTP protocol - the version used, whether HTTP Keep-Alive and HTTP pipelining are enabled, etc... 

This test is informational only and does not denote any security problem.
Solution
n/a
Risk Factor
None
Plugin Information
Published: 2007/01/30, Modified: 2019/11/22
Plugin Output
· tcp/443/www

Response Code : HTTP/1.1 200 OK

Protocol version : HTTP/1.1
SSL : yes
Keep-Alive : yes
Options allowed : (Not implemented)
Headers :

Date: Sun, 25 Dec 2022 13:01:17 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
strict-transport-security: max-age=16070400
Keep-Alive: timeout=15, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

Response Body :

<!DOCTYPE html>
<html class="no-js" lang="zh-TW" dir="ltr">
<head>
<meta charset="utf-8" />
<title>衛生福利部雲林教養院</title>
<meta name="HandheldFriendly" content="true">
<meta name="MobileOptimized" content="width">
<meta name="viewport" content="width=device-width, initial-scale=1">
<meta http-equiv="cleartype" content="on">
<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">
<meta name="robots" content="noindex, nofollow">
<meta name="msapplication-TileColor" content="#ffffff">
<meta name="msapplication-TileImage" content="img/mstile-150x150">
<link rel="icon" type="image/x-icon" href="img/favicon.ico" />
<link rel="preload" as="style" href="vendor/slick/slick.css">
<link rel="stylesheet" href="vendor/slick/slick.css">
<link rel="stylesheet" href="vendor/slick/slick-theme.css">
<link rel="stylesheet" href="css/taef-1.0.0.css" />
<link rel="stylesheet" href="css/yleni-main.css" />
<link rel="stylesheet" href="css/yleni-rwd.css" />
<link rel="preload" as="style" href="https://use.fontawesome.com/releases/v5.0.13/css/all.css" integrity="sha384-DNOHZ68U8hZfKXOrtjWvjxusGo9WQnrNx2sqG0tfsghAvtVlRW3tvkXWZh58N9jp" crossorigin="anonymous">
<link rel="stylesheet" href="https://use.fontawesome.com/releases/v5.0.13/css/all.css" integrity="sha384-DNOHZ68U8hZfKXOrtjWvjxusGo9WQnrNx2sqG0tfsghAvtVlRW3tvkXWZh58N9jp" crossorigin="anonymous">
<link rel="stylesheet" href="https://cdn.jsdelivr.net/npm/@fancyapps/ui/dist/fancybox.css"/> 
</head>
<body class="body">
<div class="skiplinks">
<a href="#main" class="skiplinks__link element-focusable">跳至主要區塊</a>
</div>
<header class="header" role="banner">
<div class="container">
<!-- <a class="logo" href="/?ch" rel="home" title="衛生福利部雲林教養院">
<h1 class="logo-text site-name__text">YLENI</h1>
<div class="site-name__descr">衛生福利部雲林教養院</div>
</a> -->
<a class="logo" href="/" rel="home" title="衛生福利部雲林教養院">
<h1 class="logo-text site-name__text">YLENI</h1> 
<div class="site-name__descr">衛生福利部雲林教養院</div>
</a> 
<div class="region-header__third">
<nav id="block-menu-block-user" class="block block--menu-block block--menu-block-user" role="navigation">
<h2 class="element-invisible block__title">User menu</h2>
<ul class="nav nav--user-menu nav--menu-block-user has-parent-mlid-0 is-level-1 has-depth-1">
<li class="nav__item"><a href="/?en" class="nav__link lang" title="Eglish">EN</a></li> 


<li class="nav__item"><a href="sitemap.php" class="nav__link" title="Sitemap"><img src="img/sitemap.png" alt="Sitemap" class="nav__img"></a></li>


<!-- <li class="nav__item"><a href="/" class="nav__link" title="YouTube"><img src="img/up-1.png" alt="YouTube" class="nav__img"></a></li> <span>|</span> -->
<li class="nav__item"><a href="https://www.facebook.com/people/%E8%A1%9B%E7%94%9F%E7%A6%8F%E5%88%A9%E9%83%A8%E9%9B%B2%E6%9E%97%E6%95%99%E9%A4%8A%E9%99%A2/100064469088687/" class="nav__link" title="Facebook"><img src="img/up-2.png" alt="Facebook" class="nav__img"></a></li> <span>|</span>
<!--<li class="nav__item"><a href="rss.php" class="nav__link" title="icon"><img src="img/up-3.png" alt="icon" class="nav__img"></a></li> <span>|</span>-->
<li class="nav__item"><a class="nav__link" title="large"><img id="large" src="img/up-4.png" alt="large" class="nav__img"></a></li> <span>|</span>
<li class="nav__item"><a class="nav__link" title="medium"><img id="medium" src="img/up-5.png" alt="medium" class="nav__img"></a></li> <span>|</span>
<li class="nav__item"><a class="nav__link" title="small"><img id="small" src="img/up-6.png" alt="small" class="nav__img"></a></li>

<li class="nav__item"><a class="nav__link" href=""><i class="fas fa-bars">BARS</i></a></li>
</ul>
</nav>
</div>
</div>


<nav id="block-menu-block-homepage" class="block block--menu-block block--menu-block-homepage clearfix" role="navigation">
<div class="element-invisible block__title">Homepage menu</div>
<ul id="headerNav" class="nav nav--menu-homepage nav--menu-block-homepage has-parent-mlid-0">
<div class="nav-bar"><li class="nav__item dropdown">
<!--<a href="#" class="nav__link">公告消息</a>-->
<a href="tag.php?id=100" class="nav__link">公告消息</a>
<div class="dropdown-content"> <a href="tag.php?id=1">最新消息</a>
<a href="tag.php?id=2">活動公告</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">關於本院</a>-->
<a href="tag.php?id=101" class="nav__link">關於本院</a>
<div class="dropdown-content"> <a href="tag.php?id=3">歷史沿革</a>
<a href="tag.php?id=4">首長簡介</a>
<a href="tag.php?id=5">組織職掌</a>
<a href="tag.php?id=6">環境設施</a>
<a href="tag.php?id=81">交通位置</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">業務職掌</a>-->
<a href="tag.php?id=102" class="nav__link">業務職掌</a>
<div class="dropdown-content"> <a href="tag.php?id=8">服務對象</a>
<a href="tag.php?id=9">服務理念</a>
<a href="tag.php?id=10">服務特色</a>
<a href="tag.php?id=11">目標願景</a>
<a href="tag.php?id=12">業務通訊</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">知識平台</a>-->
<a href="tag.php?id=103" class="nav__link">知識平台</a>
<div class="dropdown-content"> <a href="tag.php?id=13">發行院刊</a>
<a href="tag.php?id=35">在職訓練</a>
<a href="tag.php?id=39">研究訓練</a>
<a href="tag.php?id=40">閱讀心得</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">志工園地</a>-->
<a href="tag.php?id=104" class="nav__link">志工園地</a>
<div class="dropdown-content"> <a href="tag.php?id=25">訊息公告</a>
<a href="tag.php?id=26">服務團隊</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">便民服務</a>-->
<a href="tag.php?id=105" class="nav__link">便民服務</a>
<div class="dropdown-content"> <a href="tag.php?id=19">申請入住情形查詢</a>
<a href="tag.php?id=82">心智障礙服務對象入院流程</a>
<a href="tag.php?id=83">學員入/退院流程</a>
<a href="tag.php?id=106">家長專區</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">相簿影片</a>-->
<a href="tag.php?id=108" class="nav__link">相簿影片</a>
<div class="dropdown-content"> <a href="tag.php?id=22">宣導影片</a>
<a href="tag.php?id=23">電子相本</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">常見問答</a>-->
<a href="tag.php?id=109" class="nav__link">常見問答</a>
<div class="dropdown-content"> <a href="tag.php?id=88">綜合篇</a>
<a href="tag.php?id=89">心智障礙服務對象</a>
<a href="tag.php?id=90">學員</a>
</div></li>
<li class="nav__item dropdown">
<!--<a href="#" class="nav__link">資訊公開</a>-->
<a href="tag.php?id=110" class="nav__link">資訊公開</a>
<div class="dropdown-content"> <a href="tag.php?id=193">資訊公開2023</a>
<a href="tag.php?id=194">政策宣導2023</a>
<a href="tag.php?id=151">政策宣導執行情形表</a>
<a href="tag.php?id=152">慈暉報報</a>
<a href="tag.php?id=153">長照政策宣導專區</a>
<a href="tag.php?id=154">嚴重特殊傳染性肺炎防疫專區</a>
<a href="tag.php?id=155">膳食專區</a>
<a href="tag.php?id=156">申訴電話一覽表</a>
<a href="tag.php?id=157">中央法規</a>
<a href="tag.php?id=158">本院法令</a>
<a href="tag.php?id=159">關於本院</a>
<a href="tag.php?id=160">施政方針及計畫</a>
<a href="tag.php?id=161">公共工程採購契約 </a>
<a href="tag.php?id=162">性別主流化專區</a>
<a href="tag.php?id=163">業務統計 </a>
<a href="tag.php?id=164">採購決標公告</a>
<a href="tag.php?id=165">預決算書及會計月報</a>
<a href="tag.php?id=166">支付或接受之補助 </a>
<a href="tag.php?id=167">徵信公告 </a>
<a href="tag.php?id=168">檔案應用</a>
<a href="tag.php?id=169">委外法規宣導專區</a>
<a href="tag.php?id=170">本院員工權益相關法規專區</a>
<a href="tag.php?id=171">內部控制</a>
<a href="tag.php?id=172">員工協助方案專區</a>
<a href="tag.php?id=173">個人資料保護專區</a>
</div></li>
<li class="nav__item dropdown nav__search"> 
<a href="javascript:;" title="查詢"><img src="img/search.png" alt="查詢"></a>
<div class="dropdown-content content-search">
<div class="nav_search">
<form action="search.php" method="post">
<img src="img/search.png" alt="search"> 
<input id="ser1" name="ser1" type="text" class="dropdown-search" title="檢索查詢:請輸入全站搜索關鍵字 " placeholder="請輸入全站搜索關鍵字 ">
<input type="image" name="submit" src="img/next.png" alt="送出關鍵字查詢" align="top" value="" class="dropdown-enter" src="img/next.png" title="送出關鍵字查詢">
</form>
</div>
</div>
</li>
</div>

</ul>
</nav>
<div class="header-back">color</div>
</header>
<main id="main" class="main clearfix" role="main">
<section class="slider">
<a href="" class="slide teaser--hero-image" style="background-image: url(/img/bg-51.png)">
<div class="teaser__content">
<div class="teaser__title">
<!--<div><strong>韌性城市論壇</strong></div>
<div>永續經濟、良善治理與國際合作</div>-->
</div>
</div>
</a>
<a href="" class="slide teaser--hero-image" style="background-image: url(/img/bg-54.png)">
<div class="teaser__content">
<div class="teaser__title">
<!--<div><strong></strong></div>
<div></div>-->
</div>
</div>
</a>
<a href="" class="slide teaser--hero-image" style="background-image: url(/img/bg-50.png)">
<div class="teaser__content">
<div class="teaser__title">
<!--<div><strong>臺灣新南向政策與美國亞洲政策之連結</strong></div>
<div>台亞研析系列</div>-->
</div>
</div>
</a>
<a href="" class="slide teaser--hero-image" style="background-image: url(/img/bg-43.png)">
<div class="teaser__content">
<div class="teaser__title">
<!--<div><strong>台亞會三周年快樂</strong></div>
<div>2021.08.08</div>-->
</div>
</div>
</a>
<a href="" class="slide teaser--hero-image" style="background-image: url(/img/bg-1.png)">
<div class="teaser__content">
<div class="teaser__title">
<!--<div><strong>以人為本，串連亞洲</strong></div>
<div>實現以人為核心的區域共同體</div>-->
</div>
</div>
</a>

</section>
<marquee direction="left" height="30" scrollamount="6">

<a color="purple" href="doc.php?id=4321">最新消息:菊軒社會融合活動 - 嘉義公園及三隻小豬農場之旅 &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</a> 

<a color="purple" href="doc.php?id=4307">最新消息:台塑生醫暨王長庚公益信託捐贈物品，詳內文……… &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</a> 

<a color="purple" href="doc.php?id=4300">最新消息:8月6日、8月7日本院高壓電配電盤安裝施工，本院網路主機配合關閉，造成不便，敬請見諒!!　 &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</a> 
</marquee>
<div class="hero clearfix">
<div class="hero-left">
<p>將［愛］傳承</p>
<img src="img/yl-4.png" alt="將愛傳承">
</div>
<div class="hero-right">
<img src="img/yl-6.png" alt="">
</div>
</div>
<div class="menubar clearfix">
<div class="menubar--1">
<a href="tag.php?id=1" title="最新消息"><img src="img/yl-7.png" alt="">最新消息</a>
</div>
<div class="menubar--2">
<a href="tag.php?id=8" title="服務項目"><img src="img/yl-8.png" alt="">服務項目</a>
</div>
<div class="menubar--3">
<a href="tag.php?id=19" title="入住查詢"><img src="img/yl-9.png" alt="">入住查詢</a>
</div> 
<div class="menubar--4">
<a href="tag.php?id=81" title="交通資訊"><img src="img/yl-10.png" alt="">交通資訊</a>
</div> 
</div>
<section id="content">
<div class="container grid">
<div class="grid-sizer"></div>

<div class="grid-item">
<a href="/tag.php?id=1" class="link" title="最新消息">
<div class="grid-image--top" style="background-image: url('img/277761240_339580121534288_78932896180349551_n.jpg');"><h2 class="grid-title">最新消息</h2>
</div>
</a>
</div>


<div class="grid-item">
<a href="/25" class="link" title="志工園地">
<div class="grid-image--top" style="background-image: url('img/73049138_2597374646952178_8711815022147272704_n.jpg');"><h2 class="grid-title">志工園地</h2>
</div>
</a>
</div>

<div class="grid-item">
<a href="/83" class="link" title="入/退院流程">
<div class="grid-image--top" style="background-image: url('img/294328692_408263021332664_6333356595273891883_n.jpg');"><h2 class="grid-title">入/退院流程</h2>
</div>
</a>
</div>

<div class="grid-item">
<a href="/10" class="link" title="服務特色">
<div class="grid-image--top" style="background-image: url('img/227013795_4346631558693136_5389792254660963874_n.jpg');"><h2 class="grid-title">服務特色</h2>
</div>
</a>
</div>


<div class="grid-item">
<a href="/106" class="link" title="家長專區">
<div class="grid-image--top" style="background-image: url('img/87572623_2893981087291531_7894950145534459904_n.jpg');"><h2 class="grid-title">家長專區</h2>
</div>
</a>
</div>

<div class="grid-item">
<a href="/23" class="link" title="活動花絮">
<div class="grid-image--top" style="background-image: url('img/276200057_5124879764201641_1956537002635697600_n.jpg');"><h2 class="grid-title">活動花絮</h2>
</div>
</a>
</div>

<div class="grid-item">
<a href="/tag.php?id=109" class="link" title="常見問題">
<div class="grid-image--top" style="background-image: url('img/pexels-olya-kobruseva-5428829.jpg');"><h2 class="grid-title">常見問題</h2>
</div>
</a>
</div>
<div class="grid-item">
<a href="/" class="link" title="追蹤我們">
<div class="grid-image--top" style="background-image: url('img/pexels-pixabay-267399.jpg');"><h2 class="grid-title">追蹤我們</h2>
</div>
</a>
</div> 
<!-- <div class="grid-item column-6">
<a href="" class="link block--dark" style="background:#F6DDEA">
<h2 class="grid-title" style="color:#004165">政府資訊公開專區</h2>
</a>
</div> -->
<!--<div class="grid-item poster column-6">
<a href="/network?ch" class="link block--normal">
<div class="feature" style="width:50%">
<img style="display:block;height:35px" src="" alt="AEC">
<h3 class="grid-title" style="color: rgba(100, 100, 100,0.8); font-size: 25px; padding:5px 0 0 0; margin-top:10px"></h3>
<div class="grid-content" style="color:rgb(0,0, 0,0.6); font-size:17px; line-height:1.2; padding-left:0">構築臺灣的國際網絡</div>
</div>
<div class="grid-poster" style="background-image: url(/img/IMG_8046.JPG); background-size:48.5%"></div>
</a>
</div>-->

</div>
</section>
<section class="latest">
<!--<div class="container">-->
<h2 class="title"><a href="tag.php?id=1" title="最新消息 Latest News">最新消息 Latest News</a></h2>
<div class="news"> 
<article>
<div class="text">
<time class="text-num">
2022-07-26 
</time> 
<h3><a href="doc.php?id=4296" title="本院臨時護理人員公開徵才，詳內文……">本院臨時護理人員公開徵才，詳內文……</a></h3>
<p class="text-article">衛生福利部雲林教養院臨時護理人員公開徵才需求計畫一、依據衛生福利部110年5月17日衛部人字第1100117415號函及衛生福利部社會及家庭署110年5月19日社家老字第1100104978號函辦理。二、自僱臨時人員職稱：臨時護理人員。三、需求人數：2名。四、資格條件：（需 ...</p>
</div>
<div class="more">
<a href="doc.php?id=4296" title="more">more</a>
</div>
</article> 
<article>
<div class="text">
<time class="text-num">
2022-07-14 
</time> 
<h3><a href="doc.php?id=4294" title="本院日照中心即將提供服務，如家中長輩或鄰居有日間照顧需求，自即日起接受預約參觀，請洽電話05-5954359(分機360、361)。">本院日照中心即將提供服務，如家中長輩或鄰居有日間照顧需求，自即日起接受預約參觀，請洽電話05-5954359(分機360、361)。</a></h3>
<p class="text-article"><p></p>
</div>
<div class="more">
<a href="doc.php?id=4294" title="more">more</a>
</div>
</article> 
<article>
<div class="text">
<time class="text-num">
2022-06-30 
</time> 
<h3><a href="doc.php?id=4291" title="本院111年第1次服務對象家長會及權益促進會會議議程及記錄，詳內文………">本院111年第1次服務對象家長會及權益促進會會議議程及記錄，詳內文………</a></h3>
<p class="text-article"><p></p>
</div>
<div class="more">
<a href="doc.php?id=4291" title="more">more</a>
</div>
</article> 
</div>
</section>

<section class="latest">
<!--<div class="container">-->
<h2 class="title"><a href="tag.php?id=2" title="活動公告 Upcoming Events">活動公告 Upcoming Events</a></h2>
<div class="news"> 
<article>
<div class="text">
<time class="text-num">
2022-12-23 
</time> 
<h3><a href="doc.php?id=4322" title="測試111年12月慶生會">測試111年12月慶生會</a></h3>
<p class="text-article">12月慶生會測試版</p></p>
</div>
<div class="more">
<a href="doc.php?id=4322" title="more">more</a>
</div>
</article> 
<article>
<div class="text">
<time class="text-num">
2021-12-22 
</time> 
<h3><a href="doc.php?id=4243" title="12月慶生會-「彩色耶誕-歡唱享宴」">12月慶生會-「彩色耶誕-歡唱享宴」</a></h3>
<p class="text-article">本院為歡慶12月份壽星生日並配合耶誕節營造歡樂氣氛，於110年12月23日下午3時，在活動中心辦理「彩色耶誕-歡唱享宴」。活動在全員齊唱生日快樂歌為12月份的壽星們祝賀後揭開序幕。本次慶生會活動特別邀請院外表演單位-彩色樂團進行歌舞演出。首先，由彩色.. ...</p>
</div>
<div class="more">
<a href="doc.php?id=4243" title="more">more</a>
</div>
</article> 
<article>
<div class="text">
<time class="text-num">
2021-11-17 
</time> 
<h3><a href="doc.php?id=4230" title="雲林教養院11月份慶生會:「雲教運動會 – 灌籃高手PK戰」趣味競賽">雲林教養院11月份慶生會:「雲教運動會 – 灌籃高手PK戰」趣味競賽</a></h3>
<p class="text-article">本院為讓安置對象歡渡11月份慶生會，增添歡樂氣氛，於110年11月18日下午3時，舉辦慶生會暨投籃比賽:「雲教運動會-灌籃高手PK戰」，不僅藉此活動提供安置對象及員工們活動筋骨的機會，也讓所有參與人員渡過一個洋溢歡笑的午後時光。活動在為11月份壽星慶生後 ...</p>
</div>
<div class="more">
<a href="doc.php?id=4230" title="more">more</a>
</div>
</article> 
</div>
</section>




</main> 

</main>

<footer class="footer" role="contentinfo">

<div class="footer-upper clearfix">
<div class="footer-nav">
<h2><a href="tag.php?id=101" class="footer-nav-title" title="關於本院">關於本院</a></h2>
<ul class="footer-nav-bar">
<li><a href="tag.php?id=3" class="footer-list" title="歷史沿革">歷史沿革</a></li>
<li><a href="tag.php?id=4" class="footer-list" title="首長簡介">首長簡介</a></li>
<li><a href="tag.php?id=5" class="footer-list" title="組織職掌">組織職掌</a></li>
<li><a href="tag.php?id=6" class="footer-list" title="環境設施">環境設施</a></li>
<li><a href="tag.php?id=81" class="footer-list" title="交通位置">交通位置</a></li>
<li><a href="#" class="footer-list" title="政府資訊公開專區">政府資訊公開專區</a></li>
<li><a href="#" class="footer-list" title="宣導影片">宣導影片</a></li>
</ul>
</div>

<div class="footer-nav"> 
<h2><a href="tag.php?id=104" class="footer-nav-title" title="志工園地">志工園地</a></h2>
<ul class="footer-nav-bar">
<li><a href="tag.php?id=25" class="footer-list" title="訊息公告">訊息公告</a></li>
<li><a href="tag.php?id=26" class="footer-list" title="服務團隊">服務團隊</a></li>
<li><a href="https://www.facebook.com/people/%E8%A1%9B%E7%94%9F%E7%A6%8F%E5%88%A9%E9%83%A8%E9%9B%B2%E6%9E%97%E6%95%99%E9%A4%8A%E9%99%A2/100064469088687/" class="footer-list" title="FB粉絲專業">FB粉絲專業</a></li>
<li><a href="#" class="footer-list" title="志工文件申請">志工文件申請</a></li>
<li><a href="#" class="footer-list" title="活動花絮">活動花絮</a></li>
<li><a href="tag.php?id=152" class="footer-list" title="慈暉報報">慈暉報報</a></li>
<li><a href="#" class="footer-list" title="防疫專區">防疫專區</a></li>
</ul>
</div>

<div class="footer-nav"> 
<h2><a href="tag.php?id=26" class="footer-nav-title" title="家長專區">家長專區</a></h2>
<ul class="footer-nav-bar">
<li><a href="#" class="footer-list" title="學員資訊">學員資訊</a></li>
<li><a href="tag.php?id=155" class="footer-list" title="膳食專區">膳食專區</a></li>
<li><a href="#" class="footer-list" title="心智障礙服務對象申請">心智障礙服務對象申請</a></li>
<li><a href="#" class="footer-list" title="入院候缺名冊">入院候缺名冊</a></li>
<li><a href="tag.php?id=168" class="footer-list" title="檔案管理">檔案管理</a></li>
<li><a href="#" class="footer-list" title="雲林療養院院刊">雲林療養院院刊</a></li>
</ul>
</div>

<div class="footer-nav"> 
<h2><a href="#" class="footer-nav-title" title="服務項目">服務項目</a></h2>
<ul class="footer-nav-bar">
<li><a href="tag.php?id=8" class="footer-list" title="服務對象">服務對象</a></li>
<li><a href="tag.php?id=9" class="footer-list" title="服務理念">服務理念</a></li>
<li><a href="tag.php?id=10" class="footer-list" title="服務特色">服務特色</a></li>
<li><a href="tag.php?id=11" class="footer-list" title="目標願景">目標願景</a></li>
<li><a href="tag.php?id=12" class="footer-list" title="業務通訊">業務通訊</a></li>
<li><a href="tag.php?id=83" class="footer-list" title="入/退院流程">入/退院流程</a></li>
</ul>
</div>

<div class="footer-nav"> 
<h2><a href="#" class="footer-nav-title" title="友站連結">友站連結</a></h2>
<ul class="footer-nav-bar">
<li><a href="#" class="footer-list" title="衛生福利部">衛生福利部</a></li>
<li><a href="#" class="footer-list" title="防疫關鍵決策網">防疫關鍵決策網</a></li>
<li><a href="#" class="footer-list" title="國家檔案資訊網">國家檔案資訊網</a></li>
<li><a href="#" class="footer-list" title="機關檔案目錄查詢網">機關檔案目錄查詢網</a></li>
<li><a href="#" class="footer-list" title="綠色生活資訊網">綠色生活資訊網</a></li>
<li><a href="#" class="footer-list" title="公務人員保障暨培訓委員會">公務人員保障暨培訓委員會</a></li>
<li><a href="#" class="footer-list" title="行政院環保署">行政院環保署</a></li>
</ul>
</div>

<div class="footer-nav"> 
<h2><a href="tag.php?id=109" class="footer-nav-title" title="常見問題">常見問題</a></h2>
</div>
<div class="footer-nav"> 
<h2><a href="#" class="footer-nav-title" title="聯絡我們">聯絡我們</a></h2>
</div>
<div class="footer-nav"> 
<h2><a href="tag.php?id=81" class="footer-nav-title" title="交通資訊">交通資訊</a></h2>
</div>
</div>
<div class="footer-down clearfix">
<div class="footer-left">
<a class="logo-footer" href="/index.php" rel="home" title="衛生福利部雲林教養院">
<img src="img/logo.png" alt="衛生福利部雲林教養院">
</a>
<div class="footer-title">
<a href="https://yleni.mohw.gov.tw/private" title="隱私權保護(另開視窗)" target="_blank">隱私權保護</a><span>|</span>
<a href="https://yleni.mohw.gov.tw/secure" title="安全性政策(另開視窗)" target="_blank">安全性政策</a><span>|</span>
<a href="https://yleni.mohw.gov.tw/manage" title="政府網站資料開放宣告(另開視窗)" target="_blank">政府網站資料開放宣告</a> 
</div>
<div class="footer-text">
版權所有 copyright © 2022 衛生福利部雲林教養院<br>
(63047) 雲林縣斗南鎮忠孝路157號<br> 
電話：(05) 595-4359、傳真：(05)5965991<br> 
<a href="ylcrmoi@yleni.mohw.gov.tw" title="E-mail">電子信箱：ylcrmoi@yleni.mohw.gov.tw</a><br>
瀏覽次數：598395
</div>
</div>
<div class="footer-right">
服務時間｜輔導科/教保科 全天候 24 小時服務電話：(05) 595-4359<br>
其他科室｜星期一至星期五　08:00 ~ 12:00、13:30 ~ 17:30
</div>
<div class="footer-mark">
<a href="https://covid19.mohw.gov.tw/ch/mp-205.html" title="衛生福利部(另開視窗)" target="_blank"><img src="img/Yl-1.jpg" alt="衛生福利部"></a>
<a href="http://www.gov.tw/" title="我的E政府(另開視窗)" target="_blank"><img src="img/yl-2.jpg" alt="我的E政府"></a>
<a href="#" title="無障礙AA標章(另開視窗)" target="_blank"><img src="img/yl-3.jpg" alt="無障礙AA標章"></a>
</div>
</div>
</footer> 
<script src="js/jquery-3.6.3.min.js" type="text/javascript"></script>
<script src="js/masonry.pkgd.min.js"></script>
<script src="vendor/slick/slick.min.js" type="text/javascript" charset="utf-8"></script>
<script src="js/taef.js" type="text/javascript"></script>
<script src="https://cdn.jsdelivr.net/npm/@fancyapps/ui@4.0/dist/fancybox.umd.js"></script>
<script type="text/javascript">
window.onscroll = function() {fixedHeader()};
var header = document.getElementById("headerNav");
var sticky = header.offsetTop;

// Add the sticky class to the header when you reach its scroll position. Remove "sticky" when you leave the scroll position
function fixedHeader() {
var width = window.innerWidth || document.documentElement.clientWidth || document.body.clientWidth;
if (width >= 860) {
if (window.pageYOffset >= sticky) {
header.classList.add("scrolled");
} else {
header.classList.remove("scrolled");
}
} else {
header.classList.remove("scrolled"); 
}
}

$(function() {
$('.slider').slick({
autoplay: true,
autoplaySpeed: 4000,
fade: true,
pauseOnHover: true,
nextArrow: '<i class="fas fa-angle-right slick-next"></i>',
prevArrow: '<i class="fas fa-angle-left slick-prev"></i>'
});
$('img').each(function() {
console.log($(this));
var alt = $(this).attr('alt');
if (!alt) {
// console.log(this);
}
});
});

document.getElementById('large').addEventListener('click',function(){
let content= document.getElementsByClassName('content');
console.log(content);
for(let i=0;i<content.length;i++){
content[i].childNodes.forEach(ele=>{
console.log(ele);
EditFontSize(ele,'big');
})
} 
});
document.getElementById('medium').addEventListener('click',function(){
let content= document.getElementsByClassName('content');
for(let i=0;i<content.length;i++){
content[i].childNodes.forEach(ele=>{
EditFontSize(ele,'medium');
})
} 
});
document.getElementById('small').addEventListener('click',function(){
let content= document.getElementsByClassName('content');
for(let i=0;i<content.length;i++){
content[i].childNodes.forEach(ele=>{
EditFontSize(ele,'small');
})
} 
});
document.getElementById('large1').addEventListener('click',function(){
let content= document.getElementsByClassName('content');
console.log(content);
for(let i=0;i<content.length;i++){
content[i].childNodes.forEach(ele=>{
console.log(ele);
EditFontSize(ele,'big');
})
} 
});
document.getElementById('medium1').addEventListener('click',function(){
let content= document.getElementsByClassName('content');
for(let i=0;i<content.length;i++){
content[i].childNodes.forEach(ele=>{
EditFontSize(ele,'medium');
})
} 
});
document.getElementById('small1').addEventListener('click',function(){
let content= document.getElementsByClassName('content');
for(let i=0;i<content.length;i++){
content[i].childNodes.forEach(ele=>{
EditFontSize(ele,'small');
})
} 
}); 
function EditFontSize(ele,font){
if(ele!=undefined){
if(ele.style!=undefined&&ele.style.fontSize!=undefined){
if(font=='big')
{
ele.style.fontSize="1.2rem";
}
if(font=='medium')
{
ele.style.fontSize="1.0rem";
}
if(font=='small')
{
ele.style.fontSize="0.8rem";
}
}
}
}

// function onSubmit(token) {
// $.ajax({
// url:'http://localhost:8082/login.php',
// method:'post',
// data:{'token':token,
// '#dn_input':$('#dn_input').val(),
// '#pd_input':$('#pd_input').val()
// },
// success:function(response){
// console.log(response);
// }



</script>
</body>
</html>

106658 - JQuery Detection
- 
Synopsis
The web server on the remote host uses JQuery.
Description
Nessus was able to detect JQuery on the remote host.
See Also
	

	https://jquery.com/


Solution
n/a
Risk Factor
None
Plugin Information
Published: 2018/02/07, Modified: 2020/01/23
Plugin Output
· tcp/80/www

URL : http://yleni.mepopedia.com/js/jquery-3.6.3.min.js
Version : 3.6.3
106658 - JQuery Detection
- 
Synopsis
The web server on the remote host uses JQuery.
Description
Nessus was able to detect JQuery on the remote host.
See Also
	

	https://jquery.com/


Solution
n/a
Risk Factor
None
Plugin Information
Published: 2018/02/07, Modified: 2020/01/23
Plugin Output
· tcp/443/www

URL : https://yleni.mepopedia.com/js/jquery-3.6.3.min.js
Version : 3.6.3
50344 - Missing or Permissive Content-Security-Policy frame-ancestors HTTP Response Header
- 
Synopsis
The remote web server does not take steps to mitigate a class of web application vulnerabilities.
Description
The remote web server in some responses sets a permissive Content-Security-Policy (CSP) frame-ancestors response header or does not set one at all.

The CSP frame-ancestors header has been proposed by the W3C Web Application Security Working Group as a way to mitigate cross-site scripting and clickjacking attacks.
See Also
	

	http://www.nessus.org/u?55aa8f57

	http://www.nessus.org/u?07cc2a06

	https://content-security-policy.com/

	https://www.w3.org/TR/CSP2/


Solution
Set a non-permissive Content-Security-Policy frame-ancestors header for all requested resources.
Risk Factor
None
Plugin Information
Published: 2010/10/26, Modified: 2021/01/19
Plugin Output
· tcp/80/www

The following pages do not set a Content-Security-Policy frame-ancestors response header or set a permissive policy:

- http://yleni.mepopedia.com/
- http://yleni.mepopedia.com/10
- http://yleni.mepopedia.com/106
- http://yleni.mepopedia.com/23
- http://yleni.mepopedia.com/25
- http://yleni.mepopedia.com/83
- http://yleni.mepopedia.com/album.php
- http://yleni.mepopedia.com/doc.php
- http://yleni.mepopedia.com/index.php
- http://yleni.mepopedia.com/search.php
- http://yleni.mepopedia.com/sitemap.php
- http://yleni.mepopedia.com/tag.php
- http://yleni.mepopedia.com/ylcrmoi%40yleni.mohw.gov.tw
50344 - Missing or Permissive Content-Security-Policy frame-ancestors HTTP Response Header
- 
Synopsis
The remote web server does not take steps to mitigate a class of web application vulnerabilities.
Description
The remote web server in some responses sets a permissive Content-Security-Policy (CSP) frame-ancestors response header or does not set one at all.

The CSP frame-ancestors header has been proposed by the W3C Web Application Security Working Group as a way to mitigate cross-site scripting and clickjacking attacks.
See Also
	

	http://www.nessus.org/u?55aa8f57

	http://www.nessus.org/u?07cc2a06

	https://content-security-policy.com/

	https://www.w3.org/TR/CSP2/


Solution
Set a non-permissive Content-Security-Policy frame-ancestors header for all requested resources.
Risk Factor
None
Plugin Information
Published: 2010/10/26, Modified: 2021/01/19
Plugin Output
· tcp/443/www

The following pages do not set a Content-Security-Policy frame-ancestors response header or set a permissive policy:

- https://yleni.mepopedia.com/
- https://yleni.mepopedia.com/10
- https://yleni.mepopedia.com/106
- https://yleni.mepopedia.com/23
- https://yleni.mepopedia.com/25
- https://yleni.mepopedia.com/83
- https://yleni.mepopedia.com/album.php
- https://yleni.mepopedia.com/doc.php
- https://yleni.mepopedia.com/index.php
- https://yleni.mepopedia.com/search.php
- https://yleni.mepopedia.com/sitemap.php
- https://yleni.mepopedia.com/tag.php
- https://yleni.mepopedia.com/ylcrmoi%40yleni.mohw.gov.tw
11219 - Nessus SYN scanner
- 
Synopsis
It is possible to determine which TCP ports are open.
Description
This plugin is a SYN 'half-open' port scanner. It shall be reasonably quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.
Solution
Protect your target with an IP filter.
Risk Factor
None
Plugin Information
Published: 2009/02/04, Modified: 2022/11/30
Plugin Output
· tcp/21
Port 21/tcp was found to be open
11219 - Nessus SYN scanner
- 
Synopsis
It is possible to determine which TCP ports are open.
Description
This plugin is a SYN 'half-open' port scanner. It shall be reasonably quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.
Solution
Protect your target with an IP filter.
Risk Factor
None
Plugin Information
Published: 2009/02/04, Modified: 2022/11/30
Plugin Output
· tcp/80/www
Port 80/tcp was found to be open
11219 - Nessus SYN scanner
- 
Synopsis
It is possible to determine which TCP ports are open.
Description
This plugin is a SYN 'half-open' port scanner. It shall be reasonably quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.
Solution
Protect your target with an IP filter.
Risk Factor
None
Plugin Information
Published: 2009/02/04, Modified: 2022/11/30
Plugin Output
· tcp/443/www
Port 443/tcp was found to be open
19506 - Nessus Scan Information
- 
Synopsis
This plugin displays information about the Nessus scan.
Description
This plugin displays, for each tested host, information about the scan itself :

- The version of the plugin set.
- The type of scanner (Nessus or Nessus Home).
- The version of the Nessus Engine.
- The port scanner(s) used.
- The port range scanned.
- The ping round trip time 
- Whether credentialed or third-party patch management checks are possible.
- Whether the display of superseded patches is enabled
- The date of the scan.
- The duration of the scan.
- The number of hosts scanned in parallel.
- The number of checks done in parallel.
Solution
n/a
Risk Factor
None
Plugin Information
Published: 2005/08/26, Modified: 2022/06/09
Plugin Output
· tcp/0
Information about this scan : 

Nessus version : 10.4.1
Nessus build : 20091
Plugin feed version : 202212250753
Scanner edition used : Nessus Home
Scanner OS : WINDOWS
Scanner distribution : win-x86-64
Scan type : Normal
Scan name : YLENI
Scan policy used : Web Application Tests
Scanner IP : 172.20.10.6
Port scanner(s) : nessus_syn_scanner 
Port range : default
Ping RTT : 17.924 ms
Thorough tests : no
Experimental tests : no
Plugin debugging enabled : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : enabled
Web application tests : enabled
Web app tests - Test mode : single
Web app tests - Try all HTTP methods : no
Web app tests - Maximum run time : 5 minutes.
Web app tests - Stop at first flaw : CGI
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing : Yes
Scan Start Date : 2022/12/25 20:51 Taipei Standard Time
Scan duration : 1746 sec
100669 - Web Application Cookies Are Expired
- 
Synopsis
HTTP cookies have an 'Expires' attribute that is set with a past date or time.
Description
The remote web application sets various cookies throughout a user's unauthenticated and authenticated session. However, Nessus has detected that one or more of the cookies have an 'Expires' attribute that is set with a past date or time, meaning that these cookies will be removed by the browser.
See Also
	

	https://tools.ietf.org/html/rfc6265


Solution
Each cookie should be carefully reviewed to determine if it contains sensitive data or is relied upon for a security decision.

If needed, set an expiration date in the future so the cookie will persist or remove the Expires cookie attribute altogether to convert the cookie to a session cookie.
Risk Factor
None
Plugin Information
Published: 2017/06/07, Modified: 2021/12/20
Plugin Output
· tcp/80/www

The following cookies are expired :

Name : mepo_session
Path : /
Value : deleted
Domain : 
Version : 1
Expires : Thu, 01-Jan-1970 00:00:01 GMT
Comment : 
Secure : 0
Httponly : 0
Port : 


Name : author_information
Path : /
Value : deleted
Domain : 
Version : 1
Expires : Thu, 01-Jan-1970 00:00:01 GMT
Comment : 
Secure : 0
Httponly : 0
Port : 


Name : serendipity
Path : /
Value : deleted
Domain : 
Version : 1
Expires : Thu, 01-Jan-1970 00:00:01 GMT
Comment : 
Secure : 0
Httponly : 0
Port : 


Name : phorum_session_v5
Path : /
Value : deleted
Domain : 
Version : 1
Expires : Thu, 01-Jan-1970 00:00:01 GMT
Comment : 
Secure : 0
Httponly : 0
Port : 


Name : login3MEPOc
Path : /
Value : deleted
Domain : 
Version : 1
Expires : Thu, 01-Jan-1970 00:00:01 GMT
Comment : 
Secure : 0
Httponly : 0
Port : 
100669 - Web Application Cookies Are Expired
- 
Synopsis
HTTP cookies have an 'Expires' attribute that is set with a past date or time.
Description
The remote web application sets various cookies throughout a user's unauthenticated and authenticated session. However, Nessus has detected that one or more of the cookies have an 'Expires' attribute that is set with a past date or time, meaning that these cookies will be removed by the browser.
See Also
	

	https://tools.ietf.org/html/rfc6265


Solution
Each cookie should be carefully reviewed to determine if it contains sensitive data or is relied upon for a security decision.

If needed, set an expiration date in the future so the cookie will persist or remove the Expires cookie attribute altogether to convert the cookie to a session cookie.
Risk Factor
None
Plugin Information
Published: 2017/06/07, Modified: 2021/12/20
Plugin Output
· tcp/443/www

The following cookies are expired :

Name : mepo_session
Path : /
Value : deleted
Domain : 
Version : 1
Expires : Thu, 01-Jan-1970 00:00:01 GMT
Comment : 
Secure : 0
Httponly : 0
Port : 


Name : author_information
Path : /
Value : deleted
Domain : 
Version : 1
Expires : Thu, 01-Jan-1970 00:00:01 GMT
Comment : 
Secure : 0
Httponly : 0
Port : 


Name : serendipity
Path : /
Value : deleted
Domain : 
Version : 1
Expires : Thu, 01-Jan-1970 00:00:01 GMT
Comment : 
Secure : 0
Httponly : 0
Port : 


Name : phorum_session_v5
Path : /
Value : deleted
Domain : 
Version : 1
Expires : Thu, 01-Jan-1970 00:00:01 GMT
Comment : 
Secure : 0
Httponly : 0
Port : 


Name : login3MEPOc
Path : /
Value : deleted
Domain : 
Version : 1
Expires : Thu, 01-Jan-1970 00:00:01 GMT
Comment : 
Secure : 0
Httponly : 0
Port : 
40773 - Web Application Potentially Sensitive CGI Parameter Detection
- 
Synopsis
An application was found that may use CGI parameters to control sensitive information.
Description
According to their names, some CGI parameters may control sensitive data (e.g., ID, privileges, commands, prices, credit card data, etc.). In the course of using an application, these variables may disclose sensitive data or be prone to tampering that could result in privilege escalation. These parameters should be examined to determine what type of data is controlled and if it poses a security risk.

** This plugin only reports information that may be useful for auditors
** or pen-testers, not a real flaw.
Solution
Ensure sensitive data is not disclosed by CGI parameters. In addition, do not use CGI parameters to control access to resources or privileges.
Risk Factor
None
Plugin Information
Published: 2009/08/25, Modified: 2021/01/19
Plugin Output
· tcp/80/www

Potentially sensitive parameters for CGI /album.php :

id : Potential horizontal or vertical privilege escalation

Potentially sensitive parameters for CGI /doc.php :

id : Potential horizontal or vertical privilege escalation

Potentially sensitive parameters for CGI /tag.php :

id : Potential horizontal or vertical privilege escalation
40773 - Web Application Potentially Sensitive CGI Parameter Detection
- 
Synopsis
An application was found that may use CGI parameters to control sensitive information.
Description
According to their names, some CGI parameters may control sensitive data (e.g., ID, privileges, commands, prices, credit card data, etc.). In the course of using an application, these variables may disclose sensitive data or be prone to tampering that could result in privilege escalation. These parameters should be examined to determine what type of data is controlled and if it poses a security risk.

** This plugin only reports information that may be useful for auditors
** or pen-testers, not a real flaw.
Solution
Ensure sensitive data is not disclosed by CGI parameters. In addition, do not use CGI parameters to control access to resources or privileges.
Risk Factor
None
Plugin Information
Published: 2009/08/25, Modified: 2021/01/19
Plugin Output
· tcp/443/www

Potentially sensitive parameters for CGI /album.php :

id : Potential horizontal or vertical privilege escalation

Potentially sensitive parameters for CGI /doc.php :

id : Potential horizontal or vertical privilege escalation

Potentially sensitive parameters for CGI /tag.php :

id : Potential horizontal or vertical privilege escalation
91815 - Web Application Sitemap
- 
Synopsis
The remote web server hosts linkable content that can be crawled by Nessus.
Description
The remote web server contains linkable content that can be used to gather information about a target.
See Also
	

	http://www.nessus.org/u?5496c8d9


Solution
n/a
Risk Factor
None
Plugin Information
Published: 2016/06/24, Modified: 2016/06/24
Plugin Output
· tcp/80/www

The following sitemap was created from crawling linkable content on the target host :

- http://yleni.mepopedia.com/
- http://yleni.mepopedia.com/10
- http://yleni.mepopedia.com/106
- http://yleni.mepopedia.com/23
- http://yleni.mepopedia.com/25
- http://yleni.mepopedia.com/83
- http://yleni.mepopedia.com/album.php
- http://yleni.mepopedia.com/css/MyriadPro.css
- http://yleni.mepopedia.com/css/taef-1.0.0.css
- http://yleni.mepopedia.com/css/yleni-main.css
- http://yleni.mepopedia.com/css/yleni-rwd.css
- http://yleni.mepopedia.com/doc.php
- http://yleni.mepopedia.com/index.php
- http://yleni.mepopedia.com/search.php
- http://yleni.mepopedia.com/sitemap.php
- http://yleni.mepopedia.com/tag.php
- http://yleni.mepopedia.com/vendor/slick/slick-theme.css
- http://yleni.mepopedia.com/vendor/slick/slick.css
- http://yleni.mepopedia.com/ylcrmoi%40yleni.mohw.gov.tw

Attached is a copy of the sitemap file.
91815 - Web Application Sitemap
- 
Synopsis
The remote web server hosts linkable content that can be crawled by Nessus.
Description
The remote web server contains linkable content that can be used to gather information about a target.
See Also
	

	http://www.nessus.org/u?5496c8d9


Solution
n/a
Risk Factor
None
Plugin Information
Published: 2016/06/24, Modified: 2016/06/24
Plugin Output
· tcp/443/www

The following sitemap was created from crawling linkable content on the target host :

- https://yleni.mepopedia.com/
- https://yleni.mepopedia.com/10
- https://yleni.mepopedia.com/106
- https://yleni.mepopedia.com/23
- https://yleni.mepopedia.com/25
- https://yleni.mepopedia.com/83
- https://yleni.mepopedia.com/album.php
- https://yleni.mepopedia.com/css/MyriadPro.css
- https://yleni.mepopedia.com/css/taef-1.0.0.css
- https://yleni.mepopedia.com/css/yleni-main.css
- https://yleni.mepopedia.com/css/yleni-rwd.css
- https://yleni.mepopedia.com/doc.php
- https://yleni.mepopedia.com/index.php
- https://yleni.mepopedia.com/search.php
- https://yleni.mepopedia.com/sitemap.php
- https://yleni.mepopedia.com/tag.php
- https://yleni.mepopedia.com/vendor/slick/slick-theme.css
- https://yleni.mepopedia.com/vendor/slick/slick.css
- https://yleni.mepopedia.com/ylcrmoi%40yleni.mohw.gov.tw

Attached is a copy of the sitemap file.
11032 - Web Server Directory Enumeration
- 
Synopsis
It is possible to enumerate directories on the web server.
Description
This plugin attempts to determine the presence of various common directories on the remote web server. By sending a request for a directory, the web server response code indicates if it is a valid directory or not.
See Also
	

	http://projects.webappsec.org/w/page/13246953/Predictable%20Resource%20Location


Solution
n/a
Risk Factor
None
References
	
	

	XREF
	OWASP:OWASP-CM-006


Plugin Information
Published: 2002/06/26, Modified: 2021/08/17
Plugin Output
· tcp/80/www

The following directories were discovered:
/css, /files, /image, /img, /js

While this is not, in and of itself, a bug, you should manually inspect 
these directories to ensure that they are in compliance with company
security standards
11032 - Web Server Directory Enumeration
- 
Synopsis
It is possible to enumerate directories on the web server.
Description
This plugin attempts to determine the presence of various common directories on the remote web server. By sending a request for a directory, the web server response code indicates if it is a valid directory or not.
See Also
	

	http://projects.webappsec.org/w/page/13246953/Predictable%20Resource%20Location


Solution
n/a
Risk Factor
None
References
	
	

	XREF
	OWASP:OWASP-CM-006


Plugin Information
Published: 2002/06/26, Modified: 2021/08/17
Plugin Output
· tcp/443/www

The following directories were discovered:
/css, /files, /image, /img, /js

While this is not, in and of itself, a bug, you should manually inspect 
these directories to ensure that they are in compliance with company
security standards
10386 - Web Server No 404 Error Code Check
- 
Synopsis
The remote web server does not return 404 error codes.
Description
The remote web server is configured such that it does not return '404 Not Found' error codes when a nonexistent file is requested, perhaps returning instead a site map, search page or authentication page.

Nessus has enabled some counter measures for this. However, they might be insufficient. If a great number of security holes are produced for this port, they might not all be accurate.
Solution
n/a
Risk Factor
None
Plugin Information
Published: 2000/04/28, Modified: 2022/06/17
Plugin Output
· tcp/80/www

Unfortunately, Nessus has been unable to find a way to recognize this
page so some CGI-related checks have been disabled.
10386 - Web Server No 404 Error Code Check
- 
Synopsis
The remote web server does not return 404 error codes.
Description
The remote web server is configured such that it does not return '404 Not Found' error codes when a nonexistent file is requested, perhaps returning instead a site map, search page or authentication page.

Nessus has enabled some counter measures for this. However, they might be insufficient. If a great number of security holes are produced for this port, they might not all be accurate.
Solution
n/a
Risk Factor
None
Plugin Information
Published: 2000/04/28, Modified: 2022/06/17
Plugin Output
· tcp/443/www

Unfortunately, Nessus has been unable to find a way to recognize this
page so some CGI-related checks have been disabled.
10662 - Web mirroring
- 
Synopsis
Nessus can crawl the remote website.
Description
This plugin makes a mirror of the remote website(s) and extracts the list of CGIs that are used by the remote host. 

It is suggested that you change the number of pages to mirror in the 'Options' section of the client.
Solution
n/a
Risk Factor
None
Plugin Information
Published: 2001/05/04, Modified: 2022/11/30
Plugin Output
· tcp/80/www

Webmirror performed 35 queries in 9s (3.0888 queries per second)

The following CGIs have been discovered :


+ CGI : /
Methods : GET
Argument : 
Value: ch


+ CGI : /tag.php
Methods : GET
Argument : id
Value: 50
Argument : page
Value: 7


+ CGI : /search.php
Methods : POST
Argument : ser1
Argument : submit


+ CGI : /doc.php
Methods : GET
Argument : id
Value: 4067


+ CGI : /album.php
Methods : GET
Argument : id
Value: 4206
10662 - Web mirroring
- 
Synopsis
Nessus can crawl the remote website.
Description
This plugin makes a mirror of the remote website(s) and extracts the list of CGIs that are used by the remote host. 

It is suggested that you change the number of pages to mirror in the 'Options' section of the client.
Solution
n/a
Risk Factor
None
Plugin Information
Published: 2001/05/04, Modified: 2022/11/30
Plugin Output
· tcp/443/www

Webmirror performed 35 queries in 11s (3.0181 queries per second)

The following CGIs have been discovered :


+ CGI : /
Methods : GET
Argument : 
Value: ch


+ CGI : /tag.php
Methods : GET
Argument : id
Value: 50
Argument : page
Value: 7


+ CGI : /search.php
Methods : POST
Argument : ser1
Argument : submit


+ CGI : /doc.php
Methods : GET
Argument : id
Value: 4067


+ CGI : /album.php
Methods : GET
Argument : id
Value: 4206
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